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STM32CubeProgrammer software description

Introduction

STM32CubeProgrammer (STM32CubeProg) provides an all-in-one software tool to
program STM32 devices in any environment: multi-OS, graphical user interface or
command line interface, and supports a wide choice of connections (JTAG, SWD, USB,
UART, SPI, CAN, 12C), with manual operation or automation through scripting.

This document details the hardware and software environment prerequisites, as well as the
available STM32CubeProgrammer software features.
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Getting started UM2237

1 Getting started

This section describes the requirements and procedures to install the
STM32CubeProgrammer software tool.

STM32CubeProgrammer supports STM32 32-bit MCUs based on Arm®@) Cortex®-M
processors and STM32 32-bit MPUs based on Arm® Cortex®-A processors.

1.1 System requirements

Supported operating systems and architectures:

o Linux® 64-bit

e Windows® 7/8/10/11 32-bit and 64-bit

e macOS® (minimum version OS x® Yosemite)

There is no need to install any Java™ SE Run Time Environment since version 2.6.0. The

STM32CubeProgrammer runs with a bundled JRE available within the downloaded
package, and no longer with the one installed on your machine.

Note: The bundled JRE is Liberica 8.0.265.
For macOS software minimum requirements are

e Xcode® must be installed on macOS computers

e both Xcode® and Rosetta® must be installed on macOS computers embedding Apple®
M1 processor

The minimal supported screen resolution is 1024x768.

1.2 Installing STM32CubeProgrammer

This section describes the requirements and the procedure for the use of the
STM32CubeProgrammer software. The setup also offers optional installation of the “STM32
Trusted Package Creator” tool, used to create secure firmware files for secure firmware
install and update. For more information, refer to UM2238 “STM32 Trusted Package Creator
tool software description”, available on www.st.com.

1.21 Linux install

If you are using a USB port to connect to the STM32 device, install the libusb1.0 package by
typing the following command:

sudo apt-get install libusb-1.0.0-dev

To use ST-LINK probe or USB DFU to connect to a target, copy the rules files located under
Driver/rules folder in /etc/udev/rules.d/ on Ubuntu ("sudo cp *.* /etc/udev/rules.d”).

Note: libusb1.0.12 version or higher is required to run STM32CubeProgrammer.

arm

a. Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
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1.2.2

1.2.3

Note:

1.2.4

3

To install the STM32CubeProgrammer tool, download and extract the zip package on your
Linux machine from STM32CubeProg-Linux part number on the website, and execute
SetupSTM32CubeProgrammer-vx.y.z.linux, which guides you through the installation
process. In Ubuntu 20 STM32CubeProgrammer, icon is not enabled by default. To enable it,
right click on the icon and choose “Allow launching”.

Windows install

To install the STM32CubeProgrammer tool, download and extract the zip package from
STM32CubeProg-Win-32bits or STM32CubeProg-Win-64bits for, respectively, Windows 32
bits and Windows 64 bits, and execute SetupSTM32CubeProgrammer-vx.y.z.exe, which
guides you through the installation process.

macOS install

To install the STM32CubeProgrammer tool, download and extract the zip package from
STM32CubeProg-Mac part number on the website and execute
SetupSTM32CubeProgrammer-vx.y.z.app, which guides you through the installation
process.

If the installation fails, launch it in CLI mode using the command
./SetupSTM32CubeProgrammer-
x.y.z.app/Contents/MacOs/SetupSTM32CubeProgrammer-x_y z_macos.

Make sure you have administrator rights, then double-click SetupSTM32CubeProgrammer-
macos application file to launch the installation wizard.

In case of error, try one of the following fixes:

e  $sudo xattr -cr ~/SetupSTM32CubeProgrammer-macos.app

¢ launch the .exe file with the command
sudo java -jar SetupSTM32CubeProgrammer-2.7.0.exe.

DFU driver

If you are using the STM32 device in USB DFU mode, install the STM32CubeProgrammer
DFU driver by running the “STM32 Bootloader.bat” file. This driver is provided with the
release package, and can be found in the DFU driver folder.

If the DFUSE driver is installed on your machine, first uninstall it, then reboot the machine
and run the previously mentioned “.bat” file. Check the "Delete the driver software for this
device option” to avoid reinstalling the old driver when, later, a board is plugged in.

UM2237 Rev 19 11/145
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Figure 1. Deleting the old driver software

Confirm Device Uninstall l&

S5TM Device in DFU Mode

Waming: You are about to uninstall this device from your system.

Delete the driver software for this device.

0K || Cancel

Figure 2. STM32 DFU device with DfuSe driver

4. i§ Universal Serial Bus controllers

..... ¥ Generic USB Hub

..... ¥ Generic USB Hub

----- ¥ Intel(R]) & Series/C200 Series Chipset Family USB Enhanced Host Controller - 1026
----- ¥ Intel(R]) & Series/C200 Series Chipset Family USB Enhanced Host Controller - 1220
----- ¥ Renesas Electronics USE 3.0 Host Controller

----- ¥ Renesas Electronics USE 3.0 Root Hub

----- § >TM Device in DFU Mode

----- ¥ U3B Composite Device

..... ¥ USB Root Hub

..... ¥ USB Root Hub

Figure 3. STM32 DFU device with STM32CubeProgrammer driver

a-§g Universal Senal Bus controllers

¥ Generic USE Hub

¥ Generic USE Hub

¥ Intel(R) 6 Series/C200 Series Chipset Family U5SE Enhanced Host Controller - 1C26
¥ Intel(R) 6 Series/C200 Series Chipset Family USE Enhanced Host Controller - 1020
¢ Renesas Electronics USE 3.0 Host Controller

¢ Renesas Electronics USE 3.0 Root Hub

¥ USE Composite Device

¥ USB Root Hub

¥ USE Root Hub

a-ig Universal Serial Bus devices

§ >TM3Z Bootloader

When using USB DFU interface or ST-LINK interface on a Windows 7 PC, ensure that all
the drivers of the USB 3.0 controller drivers are updated. Older versions of the drivers may
have bugs that prevent access or cause connection problems with USB devices.
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1.2.5

1.3

1.3.1

1.3.2

3

ST-LINK driver

To connect to an STM32 device through a debug interface using ST-LINK/V2, ST-LINKV2-1
or ST-LINK-V3, install the ST-LINK driver by running the “stlink_winusb_install.bat” file. This
driver is provided with the release package, it can be found under the
“Driver/stsw-link009 v3” folder.

Updater

STM32CubeProgrammer updater allows users to make automatic updates of the software
and its associated packages. The updater is available in all supported operating systems,
namely Windows 10/11, Linux, and macOS.

Update steps

1. Check the connection and update connection settings if needed.
2. Check for updates.

3. Download the new version.

4. |Install the downloaded version (the tool restarts once updated).

Proxy settings

User can manually check the connection by using the “Proxy Settings” window opened with
the submenu available in the help button (see Figure 4). Three proxy settings are available
(see Figure 5):

e No proxy
e Use the system parameters
e Use manual configuration of server: add the HTTP proxy name, port, and credentials

Figure 4. proxy settings submenu

About

Proxy settings

Check for updates

Document
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Figure 5. Proxy settings window

[ Proxy settings -

Connection parameters

Proxy Server Type

No Proxy
Use System Proxy Parameters

@ Manual Configuration of Proxy Server

Manual Configuration of Proxy Server

HTTP proxy | pss gnb.st.com Port ' g

Authentication

User Login

Password

The status of connection check is displayed in the “check Connection” button:
e Agreen icon indicates success (left side of Figure 6).
e Aredicon indicates that the connection is down (right side of Figure 6).

Figure 6. Successful connection check

[ proxy settings
Connection parameters
Proxy Server Type

No Proxy

- X [ Proxy settings
Connection parameters

Proxy Server Type

No Proxy

Use System Proxy Parameters
® Manual Configuration of Proxy Server

Manual Configuration of Proxy Server

HTTP proxy Ips5.gnb.st.com

Authentication

User Login

Password

Check Connection

£

t
f

T 1
- I

@ Use System Proxy Parameters
Manual Configuration of Proxy Server

Authentication

User Login

Password

ok |
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1.3.3 Check for updates

User can launch the process of update using the Updater window opened with the submenu
“Software update” added in the help button.

Figure 7. Check for updates submenu

About

Proxy settin

Software update

Document

If there is a new version available, an update button appears in the main menu (Figure 8).

Figure 8. Hyperlink button of new version available

T STM32Cubefrogrammer - ' %
O v = Ly

Memaory & File edition

Note: If the user has already updated the STM32CubeProgrammer, the hyperlink button is no
longer displayed at startup.

If a new version is available, the user can make updates use the updater window.

This window displays:

e  The current version of the STM32CubeProgrammer

e The available version in server of STM32CubeProgrammer

e Change log (contains the main changes delivered in the new package)
e License

e Last update (contains the date of the last update, or the message “No previous updates
are done”)

e The current version of the updater tool
e Refresh button (used to check if there is a new version)
e Close button (used to stop the installation of the new version)

Note: Administrator rights are required to download the new package. Once the update is done,
the updater window displays only the new version.

3
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2 STM32CubeProgrammer user interface for MCUs

2.1

Main window

Figure 9. STM32CubeProgrammer main window
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: Address  :0x40022040
. Size  :32Bytes
: Bank ;001
: Address : 0x40022060
. Size  :16Bytes
: UPLOADING ...
i Size  :1024 Bytes
: Address : 0x8000000

100%

,‘ Device memory| Open file + ST-LINK b
»

e

LY 7

@ Connected

Target information
NUCLEO-LS
S

Flash size
CcPU
Bootloader Version

The main window is composed of the parts described in the following sections.

211

Main menu

This menu allows the user to switch between the three main panels of the Memory and file
editing, Erasing & programming, and Option bytes tools. The other panels are displayed
according to the used device. By clicking on the Hamburger menu (the three-line button) on
the top left corner, the menu expands and displays the textual description shown in

Figure 10.
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Figure 10. Expanded main menu

"I Memory & File editing

»
| | Memory & file editing

Erasing & programming

Option bytes
MCU core

SWV| Serial Wire Viewer

. Secure Programming

Firmware Upgrade Services
Registers - BETA
BETA

Fault Analyzer - BETA
External loaders
@ Full chip erase

® Help

21.2 Log panel

Displays errors, warnings, and informational events related to the operations executed by
the tool. The verbosity of the displayed messages can be refined using the verbosity ratio
buttons above the log text zone. The minimum verbosity level is 1, and the maximum is 3
(all transactions via the selected interface are logged). All displayed messages are time
stamped with the format “hh:mm:ss:ms” where “hh” is for hours, “mm” for minutes, “ss” for
seconds and “ms” for milliseconds (in three digits).

On the right of the log panel there are two buttons, the first to clean the log, and the second
to save it to a log file.

3
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2.1.3

214
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Progress bar

The progress bar visualizes the progress of any operation or transaction done by the tool
(for example, Read, Write, Erase). You can abort any ongoing operation by pressing the
"Stop” button in front of the progress bar.

Target configuration panel

This is the first panel to look at before connecting to a target. It allows the user to select the
target interface (either the debug interface using ST-LINK debug probe, or the bootloader
interface over UART, USB, SPI, CAN or I2C).

The refresh button allows you to check the available interfaces connected to the PC. If this
button is pressed while the ST-LINK interface is selected, the tool checks the connected ST-
LINK probes, and lists them in the Serial numbers combo box. If the UART interface is
selected, it checks the available communication ports of the PC, and lists them in the Port
combo box. If the USB interface is selected, it checks the USB devices in DFU mode
connected to the PC, and lists them in the Port combo box. Each interface has its own
settings, to be set before connection.

3
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Note:

3

ST-LINK settings

Figure 11. ST-LINK configuration panel

Not connected

ST-LINK configuration

Serial number 066BFF373...

Port SWD e
Frequency (kHz) RN o
Mode Hot plug Y
Access port 0 v
Reset mode Software reset -
Speed Reliable

Shared

Disabled

Debug in Low Power mode

Target information

Serial number: this field contains the serial numbers of all connected ST-LINK probes.

The user can choose one of them, based on its serial number.

Port: ST-LINK probe supports two debug protocols, JTAG and SWD.
JTAG is not available on all embedded ST-LINK in the STM32 Nucleo or Discovery boards.

Frequency: the JTAG or SWD clock frequency

Access port: selects the access port to connect to. Most of the STM32 devices have

only one access port, which is Access port 0.
Mode:

— Normal: with “Normal” connection mode, the target is reset then halted. The type

of reset is selected using the “Reset Mode” option.

— Connect under reset: this mode enables connection to the target using a reset
vector catch before executing any instructions. This is useful in many cases, for
example when the target contains a code that disables the JTAG/SWD pins.

—  Hot plug: enables connection to the target without a halt or reset. This is useful for
updating the RAM addresses or the IP registers while the application is running.

— Power down: used to put the target in debug mode, even if the application has not
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started since the target power-up. The hardware reset signal must be connected
between ST-LINK and the target. This feature might be not fully effective on some
boards (MB1360, MB1319, MB1361, MB1355) with STMPS2141 power switch.

Reset mode:

—  Software system reset: resets all STM32 components except the Debug via the
Cortex-M application interrupt and reset control register (AIRCR).

— Hardware reset: resets the STM32 device via the nRST pin. The RESET pin of
the JTAG connector (pin 15) must be connected to the device reset pin.

—  Core reset: resets only the Cortex-M via the AIRCR.
Speed (Cortex-M33 only):

— Reliable: allows the user to connect with a slow mode.
— Fast: allows the user to connect with a fast mode.

Shared: enables shared mode allowing connection of two or more instances of
STM32CubeProgrammer or other debugger to the same ST-LINK probe.

Debug in low-power mode (STM32U5/WB/L4 Series only): sets the bits in
DBGMCU_CR to 1.

External loader: displays the name of the external memory loader selected in the
“External loaders” panel accessible from the main menu (Hamburger menu).

Target voltage: target voltage is measured and displayed.

Firmware version: displays the ST-LINK firmware version. The firmware upgrade
button allows you to upgrade the ST-LINK firmware.

3
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3

UART settings

Figure 12. UART configuration panel

Not connected

UART configuration

Port com3

Baudrate 115200

Parity B

Data bits
Stop bits
Flow control

RTS

Target information

Port: selects the com port to which the target STM32 is connected. Use the refresh
button to recheck the available com port on the PC.

The STM32 must boot in bootloader mode using boot pins and/or the option bits. Check
AN2606 “STM32 microcontroller system memory boot mode”, available on www.st.com, for
more information on the STM32 bootloader.

Baudrate: selects the UART baud rate.

Parity: selects the parity (even, odd, none), must be "even” for all STM32 devices.
Data bits: must be always 8, only 8-bit data is supported by the STM32.

Stop bits: must be always 1, only 1-bit stop is supported by the STM32.

Flow control: must be always off.

RTS (request to send): sets the COM RTS pin to either high or low level.

DTR (data terminal ready): sets the COM DTR pin to either high or low level.
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USB settings

Figure 13. USB configuration panel

Mot connected

USB configuration

2 NoDFUde.. -

Serial number

PID

TZEN Regress

Target information

Bootloader Version

. Port: selects the USB devices in DFU mode connected to the PC. You can use the
refresh button to recheck the available devices.

Note: The STM32 must boot in bootloader mode using boot pins and/or the option bits. Check
AN2606, available on www.st.com, for more information.

Once the correct interface settings are set, click on the “Connect” button to connect to the
target interface. If the connection succeeds, it is shown in the indicator above the button,
which turns to green.

Once connected, the target information is displayed in the device information section below
the settings section, which is then disabled as in Figure 14.

3
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Figure 14. Target information panel

@ Connected Not connected

Mo ST-LIN..

SWD i

Hot plug bt

0 -

Software reset v

Reliable

et information arget information

B5x
MCU
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SPI settings

Figure 15. SPI configuration panel

Not connected

ST-LINK configuration

Senal number

Port

Baudrate (kHz)

Hard

fEHNesc Pulse

delay

Mo delay

Direction

External loader
it
Firmware version V'

Bootloader Version

Serial number: this field contains the serial numbers of all connected ST-LINK-V3
probes in case of use of SPI bootloader.

Port: selects the SPI devices connected to the PC. Use the refresh button to recheck
the available devices.

Baudrate: selects the SPI baud rate.
nss: slave select software or hardware.

nsspulse: the slave selection signal can operate in a pulse mode, where the master
generates pulses on nss output signal between data frames for a duration of one SPI
clock period when there is a continuous transfer period.

Delay: used to insert a delay of several microseconds between data.

Direction: must be always Full-duplex, both data lines are used, and synchronous data
flows in both directions.
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CAN settings

Figure 16. CAN configuration panel

ST-LINK configuration

Serial number 00460026

Not connected

Port CAN

Baudrate (kHz) 135
Assigned fifo
Filter mode

Filter scale

Filter bank

Targe
Firmw;

Target information

e Serial number: this field contains the serial numbers of all connected ST-LINK-V3
probes in case to use CAN bootloader.

. Port: selects the CAN devices connected to the PC. You can use the refresh button to
recheck the available devices.

. Baudrate: selects the CAN baud rate.

e Assigned FIFO: selects the receive FIFO memory to store incoming messages.

e Filter mode: selects the type of the filter, MASK, or LIST.

. Filter scale: selects the width of the filter bank, 16 or 32 bits.
. Filter bank: values between 0 and 13, to choose the filter bank number.
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I12C settings

Figure 17. 12C configuration panel

Not connected

ST-LINK configuration

Serial number 00460026

Port CAN

Baudrate (kHz) 135

Assigned fifo FIFO 0

Filter mode Mask

Filter scale

32 bits

Filter bank

External loader

Target information

Serial number: this field contains the serial numbers of all connected ST-LINK-V3
probes in case to use 12C bootloader.

Port: selects the |12C devices connected to the PC. You can use the refresh button to
recheck the available devices.

Baudrate: selects the 12C baud rate.
Address: adds the address of the slave bootloader in hex format.
Speed mode: selects the speed mode of the transmission Standard or Fast.

Rise time: chooses values according to Speed mode, 0-1000 (STANDARD), 0-300
(FAST).

Fall time: chooses values according to Speed mode, 0-300 (STANDARD), 0-400
(FAST).
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2.2 Memory & file edition

This panel allows the user to read and display target memory and file contents.

221 Reading and displaying target memory

Figure 18. Device memory tab

m STM22CubeProgrammer EI@

Address 0»08000000 A Size 0400 Data width 32-bit -

Address o 4 8 C ASCIL
0x08000000 20020000 080037A1 08003B5D 08003B5F
0x08000010 08003B61 08003863 08003B65 00000000 aj. c
0x08000020 00000000 00000000 00000000 08003867 Y« [
0x08000030 08003B69 00000000 08003B6B 08003B6D TBoooooclBoaBoa
0x08000040 080037F1 080037F1 080037F1 080037F1 A7..n7.
0x08000050 080037F1 080037F1 080037F1 080037F1 A7 ..f7.
0x08000060 080037F1 080037F1 080037F1 080037F1 A7..A7..
0x08000070 080037F1 080037F1 080037F1 080037F1 A7 ..f7. .
0x08000080 080037F1 080037F1 080037F1 080037F1 A7..A7..
0x08000090 080037F1 080037F1 080037F1 080037F1 7. .7,
0x080000A0 080037F1 080037F1 080037F1 080037F1 A7..A7..
0x080000B0 080037F1 080037F1 080037F1 080037F1 ({5 c ol
0x080000C0 080037F1 080037F1 080037F1 080037F1 A7..A7..

S

o

S5t
R S R )

S

>

TI-TI-1

o

Log Verbosity level @1 2

18720134 1 Erasing memory COrresponaing to segment Ut ~
18:20:34 : Erasing internal memory sectors [0 2]
18:20:37 : Download in Progress:

18:20:40 : Time elapsed during download operation: 00:00:05.863
4 : UPLOADING ...

4 : 51ze : 1024 Bytes

18:20:44 : Address : 0x8000000

18:20:44 : Read progress:

18:20:44 : Time elapsed during the read operation is: 00:00:00.00%
18:20:53 : Read progress:

After target connection, you can read the STM32 target memory using this panel. To do this,
specify the address and the size of the data to be read, then press the Read button in the
top-left corner. Data can be displayed in different formats (8-, 16-, and 32-bit) using the
“Data width” combo box.

You can also save the device memory content in a .bin, .hex, or .srec file using the “Save
As...” menu from the tab contextual menu or the action button.

You can open multiple device memory tabs to display different locations of the target
memory. To do this, click on the “+” tab to display a contextual menu that allows you to add
a new “Device memory” tab, or to open a file and display it in a “File” tab:

3
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Figure 19. Contextual menu

= Memory & File edition

Address | 0x08000000 P Openfile Data width | 32-pit = m

Address [l Open memory tab g C ASCI
0x08000000 FFFFFFF FFFFFFFF FFFFFFFF VYVYYYYYYVYVYYYY

0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYVVVYYYYVY VYT

2.2.2 Reading and displaying a file

To open and display a file, just click on the “+” and select “Open File” menu, as illustrated in
Figure 19.

The supported formats are binary files (.bin), ELF files (.elf, .axf, .out), Intel hex files (.hex)
and Motorola S-record files (.Srec).

Once the file is opened and parsed, it is displayed in a dedicated tab with its name, as
illustrated in Figure 20. The file size is displayed in the "Size” field, and the start address of
hex, srec or ELF files, is displayed in the "Address” field, for a binary file it is 0.

Figure 20. File display

m STM32CubeProgrammer

stua*

CubeProgrammer

== Memory & File edition

STM32H7431_EVAL

Address | 0x8000000 | = | Size | 0vd00 Datawidth | 32-bit E

Address 0 4 8 c ascn | Read
008000000 20020000 080037A1 0800385D 08003B5F e 17215 Save As ..
008000010 08003861 08003863 08003865 00000000 a5..Ci..8...... Verify
008000020 00000000 00000000 00000000 08003867  ceunnnn... OG- address
008000030 08003869 00000000 08003868 0800386D e ki..ms.. Normal
008000040 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7..
008000050 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7.. —
008000060 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7..
008000070 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7.
008000080 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7.. \ STM32H7
008000090 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7..
0x080000A0 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7..
008000080 080037F1 080037F1 080037F1 080037F1 f7..A7..A7..A7.. F——
0x080000C0 080037F1 080037F1 080037F1 080037F1 fi7. .A7..A7..A7. .

Log Verbosity level 1 2

I7739:3 T 1Ameé &Tapsed during the read operation 15: OUI00T00. 009 ~
17:39:48 : Read File: C:\binaries\test.bin

17:39:48 : Number of segments: 1

17:39:48 : segment[0]: address= Ox0, size= Ox18756D

17:40:01 : Read File: C:\binaries\SWV_PrintF_F4_AllPorts.hex
17:40:01 : Number of segments: 1

17:40:01 : segment[0]: address= Ox8000000, size= Ox1080
18:02:42 : Read File: C:\binaries\STM320728-EVAL.elf. hex
18:02:42 : Number of segments: 1

18:02:42 : segment[0]: address= 0x8003000, size= Ox8CS
18:02:57 : Read File: C:\binaries\STM3zH743I_EVAL.elf
18:02:57 : Number of segments: 1

18:02:57 : segment[0]: address= 0x8000000, size= 0x43930

Do -|

‘'ormation

The address field can be modified to display the file content starting from an offset. Using
the tab contextual menu or the action button, you can download the file using “Download”
button/menu. For a binary file, specify the download address in the “Address” menu. The
user can verify if the file is downloaded using the “Verify” menu, and save it in another
format (.bin, .hex or .srec).
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As for the “Device memory” tab, user can display the file memory content in different formats
(8-, 16-, and 32-bit) using the “Data width” combo box.

Memory programming and erasing

This panel is dedicated to flash memory programming and erasing operations.

Internal flash memory programming

Figure 21. Flash memory programming and erasing (internal memory)

Download

File path

Erase flash memory | Erase external memory

[ CAUsers\STM32H7471-EVAL_demo\Binary\STM22Cube_De ‘ = ]m

Start address —
. [ select
|| Skip flash erase before programming ]
| erify programming

| Run after programming

Automatic Mode
(] Ful chip erase
[ Download file

| Option bytes commands

Start Programming

‘Start automatic mode:

Erase selected sectors Full chip erase

Index Start Address
o 0x08000000
0x08020000
0x08040000
0x08060000
0x08080000
0x080A0000
0x080C0000
0x080E0000
0x08100000
0x08120000
0x08140000
0x08160000

Verbosity level (®/1

08:40:
08:40:13

08:40:13

TUEVICE 1D T

UXEST
UPLOADING OPTION EYTES DATA ...
Bank : 0x00

Address : 0x5200201c

: Address : OxB00000O
: Read progress:

: Time elapsed during the read operation is: 00:00:00.002

3

Memory erasing

Once connected to a target, the memory sectors are displayed in the right-hand panel
showing the start address and the size of each sector. To erase one or more sectors, select

them in the first column and then click on the “Erase selected sectors” button.

The “Full chip erase” button erases the whole memory.
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Memory programming

To program a memory, go through the following steps:

1. Click on the browse button and select the file to be programmed. The supported
formats are binary files (.bin), ELF files (.elf, .axf, .out), Intel hex files (.hex) and
Motorola S-record files (.Srec).

2. In case of programming a binary file, the address must be set.
3. Select the programming options:

—  Verify after programming: read back the programmed memory and compare it byte
per byte with the file.

—  Skip flash memory erase before programming: if checked, the memory is not
erased before programming. This option must be checked only when you are sure
that the target memory is already erased.

— Run after programming: start the application just after programming.
4. Click on the "Start programming” button to start programming.

The progress bar on the bottom of the window shows the progress of the erase and
programming operations.

2.3.2 External flash memory programming

To program an external memory connected to the microcontroller via any of the available
interfaces (for example SPI, FMC, FSMC, QSPI, OCTOSPI) you need an external loader.

STM32CubeProgrammer is delivered with external loaders for several STM32 evaluation
and discovery boards (refer to the “bin/ExternalLoader” directory). If you need to create a
new external loader, see Section 2.3.3 for more details.

To program an external memory, select one (or more) external loader(s) from the
“ExternalLoader” panel, which is (are) used by the tool to read, program, or erase external
memories, as shown in Figure 22. Once selected, the external loader(s) is (are) used for
any memory operation in its (their) memory range.

The “External flash erasing” tab on the right of the “Erasing and Programming” panel
displays the memory sectors for each selected loader, and enables sector or full-chip erase,
as shown in Figure 23.

3
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Figure 22. Flash memory programming (external memory)

[ sTM32CubeProgrammer - o X

Select Name Board Start Address Memory Size Page Size
STM32106-EVAL M 0200

180

Log LiveUpdate  Varbosity level (@)1

132651 :STM 32CubePragrammer AP v2.110| Windaws-54Bits

Figure 23. Flash memory erasing (external memory)

b R
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2.3.3

Note:

Note:

32/145

Developing customized loaders for external memory

Based on the examples available under the “bin/ExternalLoader’ directory, users can
develop their custom loaders for a given external memory. These examples are available for
three toolchains: Keil® MDK, EWARM, and TrueSTUDIO®. The development of custom
loaders can be performed using one of these toolchains, keeping the same compiler/linker
configurations, as in the examples.

The programming mechanism is the same used by the STM32 ST-LINK utility tool. Any flash
loader developed for use with the ST-LINK utility is compatible with the
STM32CubeProgrammer tool, and can be used without any modification.

To create a new external memory loader, follow the steps below:

1. Update the device information in Storagelinfo structure in the Dev_Inf.c file with the
correct information concerning the external memory.

2. Reuwrite the corresponding functions code in the Loader_Src.c file.
3. Change the output file name.

Some functions are mandatory and cannot be omitted (see the functions description in the
Loader_Src.c file). Linker or scatter files must not be modified.

After building the external loader project, an ELF file is generated. The extension of this file
depends upon the used toolchain (.axf for Keil, .out for EWARM, and .elf for TrueSTUDIO or
any gcc-based toolchain).

The extension of the ELF file must be changed to ”.stldr” and the file must be copied under
the “bin/ExternallLoader” directory.

Loader_Src.c file

The development of an external loader for a memory, based on a specific IP, requires the
following functions:

° Init

Defines the used GPIO pins connecting the external memory to the device, and
initializes the clock of the used IPs.

Returns 1 if success, and 0 if failure.
int Init (void)
° Write
Programs a buffer defined by an address in the RAM range.
Returns 1 if success, and 0 if failure.
int Write (uint32_ t Address, uint32 t Size, uint8_ t* buffer)
o SectorErase
Erases the memory specified sectors.
Returns 1 if success, and 0 if failure.
int SectorErase (uint32 t StartAddress, uint32_ t EndAddress)

Where “startAddress” equals the address of the first sector to be erased and
“EndAddress” equals the address of the end sector to be erased.

This function is not used in case of an external SRAM loader.

3
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It is imperative to define the functions mentioned above in an external loader. They are used
by the tool to erase and program the external memory. For instance, if the user clicks on the
program button from the external loader menu, the tool performs the following actions:

e Automatically calls the Init function to initialize the interface (QSPI, FMC ...) and the
flash memory

e Calls sectorErase () to erase the needed flash memory sectors

e Calls the write () function to program the memory

In addition to these functions, you can also define the functions below:

e  Read function
The Read function is used to read a specific range of memory, and returns the reading
in a buffer in the RAM.
Returns 1 if success, and 0 if failure.

int Read (uint32 t Address, uint32 t Size, uintlé t* buffer)

Where “Address” = start address of read operation, “size” is the size of the read
operation and “buf fer” is the pointer to data read.

Note: For Quad-/Octo-SPI memories, the memory mapped mode can be defined in the Init

3

function; in that case, the Read function is useless, as data can be read directly from
JTAG/SWD interface.

e Verify function

The verify function is called when selecting the “verify while programming” mode.
This function checks if the programmed memory corresponds to the buffer defined in
the RAM. It returns an uint64 defined as follows:

Return value = ((checksum<<32) + AddressFirstError)

where AddressFirstError is the address of the first mismatch, and checksum is the
checksum value of the programmed buffer.

uint64 t Verify (uint32 t FlashAddr, uint32 t RAMBufferAddr,
uint32_t Size)

e MassErase function
The MassErase function erases the full memory.
Returns 1 if success, and 0 if failure.
int MassErase (void)

e A checksum function

All the functions described return 1 in case of a successful operation, 0 in case of a fail.

Dev_lInf.c file

The Storagelnfo structure defined in this file provides information on the external memory.
An example of the type of information defined by this structure is given below:

#if defined (_ ICCARM )
__root struct StorageInfo const StorageInfo = {
#else
struct StoragelInfo const StorageInfo = {
#endif
"External Loader Name”, // Device Name + version number
MCU FLASH, // Device Type
0x08000000, // Device Start Address

UM2237 Rev 19 33/145




STM32CubeProgrammer user interface for MCUs UM2237

0x00100000, // Device Size in Bytes (1MBytes/8Mbits)
0x00004000, // Programming Page Size 16KBytes
0xFF, // Initial Content of Erased Memory

// Specify Size and Address of Sectors (view example below)
0x00000004, 0x00004000, // Sector Num : 4, Sector Size: 16KBytes
0x00000001, 0x00010000, // Sector Num : 1, Sector Size: 64KBytes
0x00000007, 0x00020000, // Sector Num : 7, Sector Size: 128KBytes
0x00000000, 0x00000000,

24 Option bytes

The option bytes panel allows the user to read and display target option bytes grouped by
categories. The option bits are displayed in tables with three columns containing the bit
name, the bit value, and a description of the impact on the device.

The user can modify the values of these option bytes by updating the value fields, then
clicking on the Apply button, which programs and then verifies that the modified option bytes
are correctly programmed. The user can click at any time on the Read button, to read and
refresh the displayed option bytes.

Figure 24. Option bytes panel

Option bytes

Read Cut Protection -

Mame Value Description

Read protection option byte.
The read protection is used to protect the software code stored in Flash memory.
Al Level 0, no protection

RDP AL v BE : Level 1, read protection of memories

CC: Level 2, chip protection

> BOR Level
ser Configuraticn

> Boot address Option Bytes
s PCROP Protection

Description

MName Value

Flash Bank 1 PCROP start address
PROT_AREA_STARTL Cucf 0x8001f=0

Ox0 0x8000000 Flash Bank 1 PCROP End address.
PROT_AREA_END1 Deactivation of PCROP can be done by enbaling DMEP1 bit and changing RDP from level 1 to level 0 while putting
Unchecked : Flash Bank 1 PCROP zone is kept when RDP level regression (change from level 1 to 0) occurs
DMEPL A Checked : Flash Bank 1 PCROP zone is erased when RDP level regression (change from level 1 to 0) occurs

< 2

For more details refer to the option bytes section in the programming and reference
manuals, available from www.st.com.

3
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The user can unlock the device if bad option bytes are already programmed by clicking on
the "Unlock chip” button (available only for STLink connection). After the unlock execution a
power cycle is needed.
Figure 25. Unlock chip button
2.5 Automatic mode

3

The Automatic mode feature shown in Erasing & Programming window (see Figure 26)
allows the user to program and configure STM32 devices in loop. Allowed actions:

e  Full chip erase: erase all the flash memory
e Download file: activate and set programming options from Download section:
—  File path
—  Start address
—  Skip erase before programming
—  Verify programming
—  Run after programming
e  Option bytes commands: configure the device by setting option bytes command line
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Figure 26. Automatic mode in Erasing & Programming window

[ sTM32CubeProgrammer — m] b3
¥ r 4
STM32 r’ (RO))
CubeProgrammer L FEOD v x ‘1’

— -
=== Erasing & Programming @ Connected

Download Erase flash memory | Erase external memory SR -
File path CAUsers\oussiats\Desktop!apiMultittest fils\data hex |+ m R

i

Start address —
[ ] Select  Index | StartAddress Size
OB| e — -
] skip flash erase before programming M 0 0x08000000 16K
[ Verify programming O 1 0x08004000 16K
I J 2 008008000 16K
[__J Run after programming —
) 3 0x0800C000 16K
Start Programming ] 4 0x08010000 64K
Automatic Mode U 3 B THLIX
- ) 6 008040000 128K
|| Full chip erase =
- ) 7 008060000 128K
L Download file ] 8 0x08080000 128¢
[T Option bytes commands (] 9 0x080A0000 128¢
] 10 0x080CO000 128K
] 1 0x080E0000 128K
Log Verbosity level (@)1 2

Q®®

All automatic mode traces are indicated in the Log panel (see Figure 27) to show the
process evolution and user intervention messages.

Figure 27. Automatic mode log traces

Log Verbosity level .1 2

10:06:28 : Starting Automatic Mode...

10:06:29 : Memory Programming ...

10:06:29 : Opening and parzing file: data.hex
10:06:29 : File ! data.hex

10:06:29 : Size : 3853 Bytes

10:06:29 : Address : Ox08000000

10:06:29 : Erasing memory corresponding to segment O:
10:06:29 : Erasing internal memory sector

10:06:29 : Download in Progress:

Do -

10:06:29 : Time elapsed during download operation: 00:00:00.363
10:06:29 : Verifying ...
10:06:29 : Read progress:

10:06:29 : Please disconnect device n:1 and connect the next...
10:06:35 : Connection to device Ox419 is lost

10:06:41 : aborting on going operation...
10:06:41 : Automatic Mode is stopped.

Graphical guide
e Connection to a first target must be established before performing automatic mode to
collect connection parameters values associated to all next devices.

e If the Download file is checked, the system takes all Download file options in
consideration, otherwise any Download option is performed.

o |f the Option bytes commands is checked, the text field is activated, then the user can
insert option bytes commands (like CLI commands), and make sure that there are no
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white spaces at the beginning:
-ob [OptionByte=value] [OptionByte=value] [OptionByte=value] ..

e  Example of Option bytes command: “~ob BOR LEV=0 nBOOT0=1"

e If the Start automatic mode button is pressed, the system enters in a loop, until a
system stop is called.

e  While the automatic mode is in execution state, all graphical objects are disabled.

e  The user can stop the process at any time by pressing Cancel or Stop automatic mode
buttons.

Log messages

e  “Starting Automatic Mode...”
Indicates that the system successfully entered the automatic process.
e  “More than one ST-LINK probe detected! Keep only one ST-LINK probe! “

The automatic mode cannot be used if more than one ST-LINK probe is connected to
the computer when using JTAG/SWD interfaces. A message is displayed to prevent the
user and ask him to keep only one ST-LINK probe connected to continue using this
mode.

e  “More than one ST-LINK Bridge detected! Keep only one ST-LINK Bridge!”

The automatic mode cannot be used if more than one ST-LINK bridge is connected to
the computer when using bootloader interface SPI/CAN/I2C interfaces. A message is
displayed to prevent the user and ask him to keep only one ST-LINK bridge connected
to continue using this mode.

e  “More than one ST-LINK USB DFU detected! Keep only one USB DFU!”

The automatic mode cannot be used if more than one USB DFU is connected to the
computer when using USB bootloader interface. A message is displayed to prevent the
user and ask him to keep only one USB DFU connected to continue using this mode.

e  “More UART ports detected than last connection!”

In the first connection time the automatic mode calculates the number of the available
Serial ports and put it as a reference to detect correctly that we use only one port UART
for STM32 device.

. “Please disconnect device and connect the next...”

If the system finishes the first process, and whatever the result, disconnect the current
device to prepare the second device connection.

e “Waiting for device...”

Once the connection to the previous device is correctly lost, the system keeps
searching for a new device.

e  “Automatic Mode is stopped.”
Indicates that there is a required cancel and the system stops the process.
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Figure 28. Algorithm
| Connected target |
[STLINK|[ DFU || UART || sSPl || CAN || 12C |
St ]
) Read STLINK / UART / USB port numbers KT
0 N=0
Error ull chip erase Checked

No Full chip erase

Stop

- Checked . No
Download file Skip erase

Sector erase

OB commands
Download file
No

Option bytes
programming
Stop |

Stop No Checked

Verify Checked

No

Verify after
programming

Disconnect |

<un Checked

Stop

2 Waiting l—

Stop

MS51811V1

2.6 In application programming (IAP/USBx)

STM32CubeProgrammer supports IAP/ USBx only with USB DFU connection mode. When
USB connection is chosen and the boot is from flash memory, STM32CubeProgrammer
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2.7

2.71

Note:

3

detects the IAP/ USBx like DFU bootloader and after connection an IAP/ USBx message
appears in the log panel.

Option byte and sector erase are not available with IAP/USBx.

Sample IAPs/ USBx are available in CubeFW/ CubeAzure on www.st.com.

Figure 29. STM32CubeProgrammer in IAP mode

ogrammer

Device memory | Openfile | +

Address 0x08000000 ~ | Size 0x400 Data width 32-bit

@ Connected

Address 0 4 8 C
0x08000000 20001BE0Q 08003409 08003345 08003347
0x08000010 08003349 08003348 0800334D 00000000
0x08000020 00000000 00000000 00000000 0800334F
0x08000030 08003351 00000000 08003353 08003355
0x08000040 08003425 08003429 08003420 08003431
0x08000050 08003435 08003439 08003365 0800343D
0x08000060 08003441 08003445 08003449 0800344D
0x08000070 08003451 08003455 08003459 0800345D
0x08000080 08003461 08003465 08003469 0800346D
0x08000090 08003359 08003471 08003475 08003479
0x080000A0 0800347D 08003481 08003485 08003489
0x080000B0 0800348D 08003491 08003495 08003499
AvNRNNNNCN nRNN24an NANN3AAT NRAN34AS N2NN34A0 :4 ¥4

Log Verbosity level

17:37:06 : STM32CubeProgrammer API w2.1.2
17:37:14 : USB speed : Full Speed (12MBit/s)
17:37:14 : Manuf. ID : STMicroelectronics
17:37:14 : Product ID : DFU in F5 Mode
17:37:14 : SN : 207330863036

17:37:14 : FW version : 0x0lla

17:37:14 : IAP

17:37:19 : UPLOADING ...

17:37:19 : Size : 1024 Bytes

17:37:19 : Address : Ox8000000

17:37:19 : Read progress:

17:37:19 : Time elapsed during the read operation is: 00:00:00.005

Flash the co-processor binary using graphical interface

FUS / Stack upgrade

Use STM32CubeProgrammer (version 2.4 or higher), see Figure 30
Access the SWD/ bootloader USB interface, see Figure 31
Delete the current wireless stack, see Figure 32

Upgrade the FUS version the same way you would download the stack when there is
not an updated FUS version

Download the new FUS

6. Download the new wireless stack (pop-up must appear to ensure successful upgrade),
see Figure 33

o N =

o

STM32CubeProgrammer (version 2.7 or higher) allows the user to install only new firmware
(Stack v1.11.0 or higher). To install the old firmware, use STM32CubeProgrammer v2.6.0.
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Figure 30. STM32CubeProgrammer APl SWD connection

[&] sTM32CubeProgrammer

N

L

— Memory & File editing

LI

Address 0x08000000 0x400

Address 4
0x08000000 20000820 08001700
0x08000010 080015E5 080015€EB
0x08000020 00000000 00000000
0x08000030 080015F9 00000000
0x08000040 08001739 08001739
0x08000050 08001739 08001739
0x08000060 08001739 08001739
0x08000070 08001739 08001739
0x08000080 08001739 08001739
0x08000090 08001739 08001739
OvNRONNOAD ngnn173a ngON1729

8 Bytes
UPLOADING

Size 1024 Bytes
: Address  :0x8000000
Read progress:

3 : Time elapsed during the read operation is: 00:00:00.006

Data width | 32-bit v

8 C
0800150D 0800150F
080015F1 00000000
00000000 080015F7
080015F8 080015FD
08001739 08001739
08001739 08001739
08001739 08001739
08001739 08001739
08001739 08001739
08001739 08001739
0RNN17329 NRNN17329

Live Update

Find Data

u

9
9
9
9its
9
9
a

DWW W WLV VK

Verbosity level

LI}

Figure

31. Steps for firmware upgrade

File path CAUsers\bizids\Desktop\W8 series\Alaa documents\p:

Start address | 0x080CA000
First install

Verify download

Authentication Key

File path -

User Key :

File path

peration is: 00:00:00.001

19:39 : Time elapsed during the re:
19:39 : UPLOADING

Size

Address
19:39 : Read progress:

19:39 : Time elapsed during the read operation is: 00:00:00.001

Live Update

Read FUS infos

FUS State

FUS Status

FUS Version

STACK Version

FUS Operator

Verbosity level

O] 2
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Figure 32. Pop-up confirming successful firmware delete

2.7.2

)

Firmware Upgrade Services

File path

Start address

FUS Version

STACK Version

0 Firmware delete Success

Live Update  Verbosity level (@) 1

O v » Ly
@ Connected

Figure 33. Pop-up confirming successful firmware upgrade

Firmware Upgrade Services

,‘ ST-LINK -
=]
Filepath | CAUsers\bizids\Desktop\WE series\Alaa documents\patch\STM32 | w m TR
3
Start address | 0x080CA000
= 080c40 FUS State
= First install
lf,, B FUS Status
‘ Verify download
l”’u FUS Version
1 Firmware Upgrade STACK Version
swv
[ Message
@ Authentication Key
Firmware Upgrade Success
File path -
B\
oK
ml User ey
REG
— [ swrs ]
Log Live Update  Verbosity level @ 1 3
@ TOZUAT Tifme elapsed duning & operation: DOUUUII05 .
S 20:41 : Fi e Upgrade p S
onnecting a
onnectn
0%

D v = Ly

@ Connected

Key provisioning

STM32CubeProgrammer allows the user to add a customized signature (encrypted and

signed by STMicroelectronics) to any image.
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User authentication
FUS window allows a user authentication key to be stored through the update key button
(Figure 34).

Once the user authentication key is installed, it can be changed unless lock user
authentication key button is selected (see Figure 35). Once the authentication key is
installed, the install or upgrade services must be done with the double signed FUS / Stack,
oritis rejected.

Figure 34. Update authentication key

[ sTM32CubeProgrammer - u] ¥ ‘
= .
spuo® S ROy x Ky

File path

Read FUS infos

Start address | 0x080CA000 FUS State
SS

First instal

FUS Status

Verify download

FUS Version

FUS Operator
Authentication Key
—| uments\Key Provisioning\Auth key\Publickey.bir{ | ¥ Browse Update Key I
- ok | =
c— BT

Live Update ~ Verbosity level (@ 1

eration is: 00:00:00.001

4 Bytes
Address 0x8001FFC

10:21:34 : Time elapsed during the read operation is: 00:00:00.000

3
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Figure 35. Pop-up requesting to lock authentication key

File path CA\Users\bizids\Desktop\WB series\Alaa documents\patch\STM32 | v Read FUS infos.
Start address | 0x080CA000
First install

Verify download

Firmware |inarade

[ Confirmation 53

Authentication Key
Locking the Authentication Key is irreversible. You won't

be able to change this key uture
Are you sure you want to ?

M Filepath | CAUsers\bizids\Desktop\WB series\Alaa docume | v

= Apply Lock AuthKe Do Not Appl,
User Key l_w; y

File path -

|

simple v

Log Live Update  Verbosity level (@ 1

Iapsed during the read operation is: 00:00:00.001

ad progress:

1021:34 : Time elapsed during the read operation is: 00:00:00.000

Customer key storage

STM32CubeProgrammer allows customer keys to be stored in the dedicated FUS flash
memory area in binary format (user key types: simple, master or encrypted), see Figure 36.

Figure 36. Store customer key
[ STM32CubeProgrammer a3 o X

STM3 "ﬂ

Firmware Upgrade Services @ Connected

File path C:\Users\bizids\Desktop\WB series\Alaa documents\patch\STM32C | ¥ m Read FUS infos.

Start address | 0x020CA000 FUS State

First install
FUS Status
Verify download

FUS Version

FUS Operator
Authentication Key

File path CA\Users\bizids\PublicKey.bin

File path CA\Users\bizids\CKS_Keys\SimpleKey32Byte.bin =

Master elpdate Verbosity level @ 1

Encrypted
1:Time elapsed during the read operation is: 00:00:00.000
UPLOADING

Size 48ytes

Address  : Ox8001FFC

Read progress

For more information about the customer key storage, refer to AN5185 “ST firmware
upgrade services for STM32WB Series”. For complete documentation on STM32WBxx
products visit the dedicated pages on www.st.com.

)
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2.8 Serial wire viewer (SWV)

The serial wire viewer window (see Figure 37) displays the printf data sent from the target
through SWO. It displays useful information on the running firmware.

Note: The serial wire viewer is available only through SWD interface.

Before starting to receive SWO data, the user has to specify the exact target System clock
frequency (in MHz) to allow the tool to correctly configure the ST-LINK and the target for the
correct SWO frequency. The “Stimulus port” combo box allows the user to choose either a
given ITM Stimulus port (from port 0 to 31) or receive data simultaneously from all ITM
Stimulus ports.

The user can optionally specify a “.log” file to save the SWV trace log by using the “Browse”
button, the default is
“$USER_HOME/STMicroelectronics/STM32CubeProgrammer/SWV_Log/swv.log”.

The user can optionally check the “Activate colors” checkbox to enable colored traces
output. This feature requires the original traces to contain the color codes listed below:
e  #GRN# for green color

e  #RED# for red color

e  #ORGH# for orange color

Example:

printf (“#GRN#This outputs a green message!”);

A help window that demonstrates the feature and shows how to use it can be accessed by
clicking on the “Info icon” button next to the “Activate colors” checkbox.

Figure 37. SWV window

STM32CubeProgrammer

Serial Wire Viewer

Settings

System clock (MHz): | 32 Stimulus port: | All - Activate colors @

SWV Log File Path: | Cilloglswollog

SWV Frequency: Status: Printf data number:

e Number: 36

e e Number: 38
e e Number: 38
e: e Number: 40

Message Number: 42

Log Verbosity level @1 2

10:29:22  SWV reception started.
10:29:22 : Trace histary will be lagged in real time in the file: Clogiswalag
10:29:25 : SWV reception stopped

3
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After specifying the SWV configuration, SWV reception can be started or stopped using the
“Start” and “Stop” buttons. The SWO data is displayed in the dedicated area, which can be
cleared by using the “Clear” button.

The SWV information bar displays useful information on the current SWV transfer, such as
the SWO frequency (deduced from the system clock frequency), and the received printf data
number (expressed in bytes).

Note: Some SWV bytes can be lost during transfer, due to ST-LINK hardware buffer size limitation.
29 Secure programming interface
291 Introduction

This window facilitates STM32CubeProgrammer CLI commands for secure programming:
e RDP regression with password feature: available for STM32U5 Series
e  SFI/SFIx feature: available for STM32H7, STM32U5 and STM32L5 Series

29.2 RDP regression with password (STM32US5 Series only)

Some STM32 products offer the possibility to use an optional password-based RDP level

regression, including RDP level 2 (Figure 38).

e RDP level 1: the OEM1 RDP lock mechanism is active when the OEM1 key is set. It
blocks the regression from the RDP level1 (Figure 40)

—  To unlock the RDP from level 1 regression, the user must write the OEM1
password, press on “RDP regression” button and then perform the RDP
regression from “Option Bytes” interface (Figure 41).

—  To remove RDP regression with password from level 1, the user must press on
“Disable password” button, as shown in Figure 42.

e RDP level 2: provision OEM2KEY in order to authorize RDP level 2 to level 1
regression: “Set password” button.

—  To unlock the RDP from level 2 regression, the user must write the OEM2
password, press on “RDP regression” button and then try to connect with
STM32CubeProgrammer. If this key matches the OEM2KEY value, the RDP
regression to level 1 is launched by hardware.

—  Toremove RDP regression with password from level 2, the user must press on
“Disable password” button.

e Device authentication ID: Get device identification. Unless the JTAG port is deactivated
(OEM2LOCK = 0 and RDP level = 2), a 32-bit device specific quantity can always be
read though the JTAG port (see Figure 43). The OEM can use this 32-bit information to
derive the expected OEM password keys to unlock this specific device.

Note: Detailed information about this hardware mechanism is available in reference manuals.

3
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Figure 38. RDP regression with password tab

Device Auhentication ID

Password

@ s inbactace supports coy STMIUS aves

e Updwte  Verbositylovel @ 1

Figure 39. RDP regression with password from level 1

RDP regression with password | SF/ SFix
Password: 0x12345678 OXABCDEFAB Set password RDP regression

Disable password

Disable password

Password: 0x12345678 OXABCDEFAB Set password RDP regression

6 This interface supports only STM32U5 series!

3
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Figure 40. Set OEM1 key (LOCK RDP1)

RDP Level 1 ‘
e

Password: 0x12345678 OxABCDEFAB

Disable password

Figure 41. Unlock RDP1

ROP Level 1 ‘

Password: 0x12345678 OxABCDEFAB

Figure 42. Disable password

RDP regression with password

RDP Level 1
Disable password
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Figure 43. Get authentication ID

Device Authentication ID

0x292D8E4A

Kyrs
STM32U5

2.9.3 SFI/SFIx

SFI GUI

1.  Use STM32CubeProgrammer (version 2.11 or higher)

2. Access the SWD/ bootloader interface

3. Open Secure Programming interface, then SFI tab (Figure 44)

4. Select the license source (from a license file or directly from your connected HSM)
5. Select the sfifile, once selected, the sfi parsed info is displayed as in Figure 46

6. Select the RSSe file (if needed)

7. Start sfi sequence (see Figure 45)

Note: To open TPC to generate the sfi file, press on the TPC logo, as shown in Figure 47.
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Figure 44. SFI/SFIx tab

N

SEU/SFix Information

Vs Leemaevom e | e R e

® Using Licence fom HSW

Figure 45. Steps for SFl programming

RDP regression with password m

® Using Licence from HSM

SFISFIx Path = C:\Users\bizids\Downloads\outavecHash_U5.sfi

RSSe

Using License from file = C:\Users\bizids\Downloads\CobraEV_SFix\uSevallicense.bin v

{?u

C:\Program Files\STMicroelectronics\STM32Cube\STM32CubeProgrammerv2.11.0-B02\bin\RSSe\U5\enc_si

Ext Loader

r ﬂ STM32 O

Trust
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Figure 46. SFI parsed info

SFI/SFIx Information
Segments
Index Type Size Address
1 Firmware 64 0x8002000
2 Firmware 6240 0x8100000
3 Firmware 4048 0xc000000
< Firmware 16 Ox<c0fe000
5 Pause 32 0x80f0000
6 Resume 32 0x800000
A - S 0x70000000
8 Pause 32 0x80f0020
9 Resume 32 0x80f0020
10 s 64 0x0
Figure 47. Open TPC from STM32CubeProgrammer
s
a

SFIx GUI

To perform a successful sfix operation using this graphical interface, you should perform the

same steps described in SF/ GUI, with two minor modifications:

e Select an sfix file (not an sfi file)

e  Select the external loader via External loaders window. Once done, the name is
displayed automatically in the text field below (Figure 48)

Then you can start the sfix sequence.

Figure 48. Display external loader name

I Ext Loader S12W3A 5TM3Z 10E-EVALStdr ]

Go - °

3
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2.10.1

2.10.2

3

HSM related info

This panel contains all the needed information in the sfi process. It allows the user to read
the available HSM information when a card is detected, get the license from HSM, get the
chip certificate, and read the product ID.

Figure 49. HSM-related info panel

HSM Slot: | 1 =

Firmware 1D: Cobra2008_Safa

Max counter: Qa5

H5M Status: OPERATIONAL_STATE
Version: 2

Type: 5F1

£ Refresh

STM32H5M-V2

Secum programming for STM32

o Product ID ; 48202008

For more details refer to AN5054 “Secure programming using STM32CubeProgrammer’,
available on www.st.com.

STM32CubeProgrammer Script Manager platform for MCUs

Introduction for the usage scenarios of Script Manager

The Script Manager platform allows to automate STM32CubeProgrammer CLI commands
and adds macros to manipulate data read from STM32 MCU.

Script Manager usage

Create a file with a prg extension, then start writing the command line interface (CLI)
supported by all STM32 MCUs and the specific script macros. Once you have finished filling
the script, connect the STM32 board and start execution with the -script command in CLI
mode.

Usage example: STM32_Programmer_CLI -script myScript.prg
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The Script Manager can apply mathematical and logical operations (see Table 7).

Table 1. Operations supported by Script Manager

Mathematical Logical
— + (addition) — && (logical AND)
— - (subtraction) — || (logical OR)
— * (multiplication) — & (bitwise AND)
— [ (division) — | (bitwise OR)
— A (XOR)
— << >> (left and right shift)

Using command line interface (CLI): in this script we can use all CLI supported by STM32
MCUs (see Section 3).

Using specific Script Manager macros, to analyze, display and modify data, each macro
starts with #. Supported macros are described below.

#Write macro:

#Write32 (Address,data)

#Writel6 (Address,data)

#Write8 (Address,data)

#WriteX (Address, #var) (where Xis 8/16/32)

Description: Downloads the specified (32/16/8-bit) data into flash memory starting from a
specified address.

#Read macro:

#Read (Address)
#variable=#Read (Address)

Description: Reads 32-bit data memory from a specified address or reads 32-bit data
memory from a specified address, and puts it in the used variable.

#Display macro:

#Display (“message”)
#Display (#errorLevel)
#Display (#variable)

Description: Displays any message, data, error level and the content of variables already
used in the script.

#Delay macro:

#Delay (Time)

3
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Description: Allows user to put the system in standby for a period in (ms).

Calculate macro:

#variable=[varl] op [var2]
#variable=varl shift (number of bits to shifted)

Description: Calculates with mathematical and logical operations in script manager.

Disconnection command
--scriptdisconnect

Description: Allows user to disconnect the device and reconnect to another port in the same
script.

Comments in the Script Manager can be added by using “//”, as shown in the examples.

Script Manager example 1 (CLI and Script macro), see Figure 50
-c port=swd

-e 01

#Write32(0x08000000, 0xAAAABBBB)

#var0=#Read (0x08000000)

#Display (#var0)

Script Manager example 2, see Figure 51
-c port=swd

#Write32 (0x08000000, 0xAAAABBBB)
--scriptdisconnect

#Delay (5000)

-c port=COM17

#Writel6 (0x08000004, 0xCCCC)

Script Manager example 3

-c port=swd

#Display (”Hello World!”)
-e 01

#Write32(0x08000000, 0OxAAAABBBB)
#Read (0x08000000)

-r32 0x08000000 0x50
#var0=#Read (0x08000000)
#Display (#errorLevel)
#Display (#var0)

#Write32 (0x08000004, #var0)
#Delay (3000)

#Writel6 (0x08000008, 0xCCCC)
#Read (0x08000004)

#Display (#errorLevel)
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#varl=#Read (0x08000008)
#Display (#varl)

#Write8 (0x08000010, 0xDD)
#Delay (5000)

#var2=#Read (0x08000010)
#Display (#var2)
#var3=(((0xbb*1)+(1-1)) /1)
#Display (#var3)

#Write8 (0x08000014, #var3)
#var4=((0xbb & Oxaa) | Oxbb )
#Display (#var4)

#var5=((0xbb && Oxaa) || Oxbb )
#Display (#var5)

#var6=(0xbb >>1)

#Display (#var6)

-e 01

-w32 0x08000000 OxAAAAAAAA
-r32 0x08000000 0x50
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Figure 50. Output of Script Manager example 1

Erase sector(s)

DOEMLOAD ITING
Size

address ] =hefelclslsTols]

Data downloaded successfully

UPLOADIMNG

5ize

Addr 1 : axBe8e880
Read progress:

Time &1 d during the read

Hvard = BxAAAABBEEB
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Figure 51. Output of Script Manager example 2

MCLE
Cortex-MA

DOWMLOADING
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Data

baudrate it
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hit

115288,

O T

data-b
¥

ST an

while wait for ackno

yement .
B
'hjp Il
tLoader pr
vice name
51Ie
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B F43

tes Id-:-r au.lt__l

MNLOADING

Data downloaded
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successful ly
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3

DFU IAP/USBx with custom PID and VID

STM32CubeProgrammer DFU IAP/USBx supports not only ST product IDs while
connecting via DFU IAP.

Before starting the DFU connection using a new product ID, sign your USB driver (for more
info visit http://woshub.com).

When USB connection with a new product ID is chosen and the boot is from flash memory,
STM32CubeProgrammer detects the IAP/USBx like DFU bootloader and after connection
an IAP message appears in the log panel.

To connect via the new USB DFU follow this sequence:

1. Modify the default product ID

2. Modify the default vendor ID

3. Click on refresh button then on the connect button

If user does not enter a PID or VID value STM32CubeProgrammer takes the default PID
and VID of ST products (PID = 0xDF11, VID = 0x0483).

Figure 52 shows the steps to connect via the new USB DFU panel, and Figure 53 the main
window of STM32CubeProgrammer after connection.

Figure 52. Connect via USB DFU panel

Verbosity level @1

&5

=]
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Figure 53. Main window after the connection

S$TM32CubeProgrammer - a x
YEHOD vy x Ky

Memory & File edition @ Connected

Device memory| Openfile | + UsB v
Address | 0x8000000 | Size | 0a00 Datawidth |32-bt = | FindData | Ox [Read ]

W

Address 0 4 8 c ASCIL
0x08000000 20000FEQ 08004D4D 08004CE9 08004CEB a.. MM..6L..EL..
0x08000010 08004CED 08004CEF 08004CF1 00000000 LAl AL. ...

Il 008000020 00000000 00000000 00000000 08004CF3
0x08000030 08004CF5 00000000 08004CF7 08004CF9 BL.....utl. . iL..

ol 0x08000040 08004069 08004D6D 08004D71 08004D75 iM..mM. .M. .uM. .
0x08000050 08004079 08004D7D 08004D81 08004D85 ML IML LML ML
0x08000060 08004089 08004D8D 08004091 08004095 MoLMLLLML LML
0x08000070 08004099 08004D39D 08004DAL 08004DA5 MMM
0x08000080 08004DA9 08004DAD 08004DB1 08004DB5 EM. ..MM M. .
0x08000090 08004089 08004DED 08004DC1 08004DC5 TMLLEML L AML L AM. .
0x080000A0 08004DC9 08004DCD 08004DD1 08004DD5 EM. . IM..FM..OM. .

Log Verbosity level (@) 1 2

TIORGOS TSR
17:16:36 : Product ID - DFU in FS Mods
171636 1SN ;306034663235
17:16:36 : FW version : 0x011a
17:16:36 1 1AP

17:16:37 : UPLOADING ..

171637 Size ;1024 Bytes
171637 Address  :0xB000000
17:16:37 : Read progress:

17:16:37 : Time elapsed during the read operation is; 00:00:00.004

RE

100%

For CLI mode check the Section 3.2.1: Connect command.

SigFox™ credentials

As soon as an STM32WL device is connected, the window shown in Figure 54 is displayed.

This window displays the chip certificate, having the size of 136 bytes. The user can save it
in binary file and copy the data to the clipboard.

After extracting the chip certificate, a back-end web-service verifies the data and returns two
SigFox credentials: binary and header files.

Case 1: Binary-Raw

Use the binary file returned by the back-end web-service. The size of this file must be equal
to 48 bytes, it is written at the default address 0x0803E500.

Case 2: Binary KMS

Use the header file returned by the back-end web-service. It is written at the default address
0x0803E500.

To access ST SigFox server using STM32CubeProgrammer, user must click on “Open
Sigfox page”. A web page opens, the user must manually copy the certificate and then
generate the SigFox credentials (binary and header files).

3

UM2237 Rev 19




UM2237 STM32CubeProgrammer user interface for MCUs

Figure 54. SigFox credentials

5TM32CubeProgrammer

-
sTmz2 W
CubeProgrammer

= SigFox Credentials

Chip certificate

34 393730 31 30 30 3507 D7 60 65 98 24 FE 36 29 CA 59 F3 D3 29 98 99 F7 A3 4E CO BB 15 5F D1

1D 82 F4 BA 9A 13 2D D3 C9 2A 9A 02 CO 98 DB 10 FC 2D 28 D9 €9 77 BC 4C BA 38 58 15 E5 B0 8D BD
DO4DC34AE9 D124 6B ABFCIF 51 AF4241 DD BE B3 E4 BB 77 48 14 FA 48 D6 3B BB 67 44 ES AL
63 CA76 68 DB A3 80 CF E0 61 F201 07 05 DD 6C 74 F6 29 23 17 8F BD E7 C5 CB 3A 5C OE 5B 58 A3
8CDCBD 1397 1EABS2

Save chip certificate: Copy chip certificate

sigFox credential provisioning

Configuration | Binary-Raw - Address 0x0803FB00

Log Verbosity level (@)1 2

213 Register Viewer

STM32CubeProgrammer supports the Register Viewer feature (see Figure 55), allowing the
user to visualize all the MCU and core registers in real time while running the application. It
also allows the modification of MCU registers values or saving them into a log file.

Figure 55. Register Viewer window

[ sTusztuserregrammer o

L]
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The register viewer is available only through SWD/JTAG interfaces.

Register Viewer has as input a list of files containing the data describing the mapping of the
core and STM32 registers ("svd” files).

Hard Fault analyzer

Description

The STM32CubeProgrammer Fault analyzer feature interprets information extracted from
the Cortex-M based device to identify the reasons that caused a fault.

This information is visualized in the Fault analyzer window in GUI mode or in CLI mode. It
helps to identify system faults occurring when the CPU is driven into a fault condition by the
application software.

Possible detected fault exceptions:

e Hard Fault: default exception, can be triggered by an error during exception processing
by Bus Fault, Memory Management Fault, or Usage Fault if their handler cannot be
executed.

e Memory Management Fault: detects memory access violations to regions defined in
the memory management unit (MPU), such as code execution from a memory region
with read/write access only.

e Bus Fault: detects memory access errors on instruction fetch, data read/write, interrupt
vector fetch, and register stacking (save/restore) on interrupt (entry/exit).

e Usage Fault: detects execution of undefined instructions, unaligned memory access for
load/store multiple. When enabled, divide-by-zero and other unaligned memory
accesses are detected.

e  Secure Fault: provides information about security related faults for Cortex-M33 based
devices.

Fault analyzer is available only for ST-LINK interfaces.

3
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As shown in Figure 56, the Fault Analyzer window has five main sections.

Figure 56. Fault Analyzer window

1. Hard Faults details: indicates the type of occurred fault, locates the instruction and the
called function addresses.

2. Bus Faults details: shows the status of bus errors resulting from instruction fetches and
data accesses and indicates memory access faults detected during a bus operation. An
address should be displayed on the BFAR text field.

3. Usage Faults details: contains the status for some instruction execution faults, and for
data access.

4. Memory Management Faults details: indicates a memory access violation detected by
the MPU. If this fault was triggered by a faulty address, access is displayed on the
MMFAR text field.

5. CPU capture during exception: shows the CPU state when an exception was
generated to have an overview for CPU registers and some helpful information.

a) NVIC position: indicates the number of the interrupt imposing the error, if it is
the interrupt/exception vector has no specific position.

b) Execution mode: indicates the operation mode Handler/Thread.

c) Stack memory region: indicates the used stack memory during the fault, Main or
Process stack.

3
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Example

Develop a simple application that generates a usage fault, set an instruction making a divide
by zero (a non-permitted operation) in the main program function.

inta=4,b=0,c=0;

c=alb;

Open the Fault Analyzer window, press the “Start Analysis” button to start the fault detection
algorithm, the reason of the error is displayed.

In this example, it displays “Hard Fault Detected”, and the label “divide by zero
(DIVBYZERO)” is highlighted with additional informations:

e  Faulty instruction address: 0x8000FFO

e Faulty called function address: 0x8000D40, indicates the address calling the faulty
instruction

e  NVIC position: 0, window watchdog interrupt
e  Execution mode: handler
e  Stack memory region: main stack

Figure 57. Fault analyzer GUI view when Hard Fault is detected

no v - Ly

Fault analyzer note

Fault analyzer may be unable to detect untracked faults since they were not enabled by
software.

The configuration and control register (CCR) controls the behavior of the Usage Fault for
divide by-zero and unaligned memory accesses and it is used mainly to control
customizable fault exceptions.

3
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The following bits of the CCR control the behavior of the Usage Fault:

31

Figure 58. CCR bits
10 9 8 7 6 5

ESN
w
N
-
o

Reserved Reserved

STKALIGN
BFHFNMIGN
DIV_0_TRP
UNALIGN_TRP
Reserved
USERSETMPEND
NONBASETHRDENA

DIV_0_TRP: Enable Usage Fault when the processor executes an SDIV or UDIV
instruction with a 0 divider.

— 0 =do not trap divide by 0; a divide by 0 returns a quotient of 0.
— 1 =trap divide by 0.

UNALIGN_TRP: enable usage fault when a memory access to unaligned addresses is
performed.

— 0 =do not trap unaligned half-word and word accesses

— 1 =trap unaligned half-word and word accesses; an unaligned access generates a
usage fault.

Note that unaligned accesses with LDM, STM, LDRD, and STRD instructions always
generate a usage fault, even when UNALIGN_TRP is set to 0.

STM32CubeProgrammer enables the required bits at the analysis startup, if no fault is
detected an informative popup is displayed to indicate that you must reproduce the scenario
and restart the analysis.

Secure Fault analyzer for Cortex-M33

STM32CubeProgrammer provides information about security related faults for Cortex-M33
based devices for both CLI and GUI interfaces.

A new field named “Secure Faults” is added to Fault Analyzer window when connecting a
Cortex-M33-based device (such as an MCUs of the STM32L5 Series).

The result analysis is based on Secure Fault Status Register (SFSR) settings and a fault is
triggered if an error occurs:

INVEP: this bit is set if a function call from the Non-secure state or exception targets a
non-SG instruction in the Secure state. This bit is also set if the target address is a SG
instruction, but there is no matching SAU/IDAU region with the NSC flag set.

INVIS: this bit is set if the integrity signature in an exception stack frame is found to be
invalid during the unstacking operation.

INVER: set to 1 when returning from an exception in the Non-secure state.

AUVIOL.: attempt was made to access parts of the address space that are marked as
Secure with NS-Req for the transaction set to Non-secure. This bit is not set if the
violation occurred during lazy state preservation.

INVTRAN: indicates that an exception was raised due to a branch not flagged as being
domain crossing causing a transition from Secure to Non-secure memory.
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e LSPERR: Indicates that an SAU or IDAU violation occurred during the lazy
preservation of floating-point state.

e  SFARVALID: this bit is set when the SFAR register contains a valid value.
e LSERR: indicates that an error occurred during lazy state activation or deactivation.
e SFAR: indicates the address value when a secure fault is raised.

Fill memory command

-fillmemory

Description: This command allows the user to fill memory with a given pattern from the
chosen address.

Syntax: - fillmemory <start address> [size=<value>] [pattern=<value>]
[datawidth=8|16|32]

<start_address>: Start address for write.
The address 0x08000000 is used by default.

[size=<value>]: Size of the data to write.
[pattern=<value>]: The pattern value to write.

[datawidth=8|16|32]: Filling data size, can be 8, 16 or 32 bits.
The selected value by default is 8 bits.

e Example 1:
STM32 Programmer CLI.exe -c port=swd -fillmemory 0x08000000
size=0x10 pattern=0XAA datawidth=16 (Figure 59)

e  Example 2:
STM32 Programmer CLI.exe -c port=swd -fillmemory 0x08000000
size= 0x10 pattern=0XCC datawidth=32 (Figure 60)

3
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Figure 59. Example 1

-LINK SN
-LINK Fld

: 4000 K
: Normal

Software
50
Rev Z
Device name : STM32H7xx
Flash size : 2 MBytes
Device type : MCU
Device CPU : Cortex-M7

Filling memory operation:
Start ad
Size(Bytes)
Data value =
Filling data size(Bytes):

Erasing internal memory sector ©

Figure 60. Example 2

Reset mode
Device ID
Revision ID

Device name
Flash size
Device type
Device CPU

: STM32H7xx
: 2 MBytes
: MCU

: Cortex-M7

Filling memory operation:

S tes;
Data value
Filling data siz

Erasing internal memory sector ©
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2.16 Fill memory operation

The user can open the Fill memory window from different sub-menus.

Figure 61. Sub-menu displayed from “Read” combo-box

Memory & File edition
'_'\ Device memory | Open file +
| Eadll|
il Address | 0x08000000 | = Size | 0x400 Data width | 32-bit v | Find Data 0x
L =]

T Address 0 4 8 c Asci S2veAs..
0x08000000 004400484 00440044 00aA00AA 004A0044 e T P Fill memory
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYIS
0x08000020 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV

e 0x08000030 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV Y

Figure 62. Sub-menu displayed with right click on “Device memory” tab

== Memory & File edition
» eman
»’l
Save As . Ctrl+5
3 Address ¢ Open file Ctrl+0 0 Data width | 32-bit ~ | Find Data O0x Read -
-a.l
—_— Addra Close tab Ctri+C 4 8 c ASCll
8lZ1) 0x0800000 40044 00AA00AA 00AA00AA R
0x0800001 (joce other tabs *FFFF FFFFFFFF FFFFFFFF VYV YYYYYYY
|CPUI 0x0800002 Option bytes Ctrl+B #FFFF FFFFFFFF FFFFFFFF VY YYYYYYYYYYYYYY
0x080000 FFFF FFFFFFFF FFFFFFFF VY VYV Y VYV VYYY
N Fill memory Ctrl+M e
EULIE  0x0800004 FFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYYYY
0x08000050 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYYYY
[Tl 0x08000060 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF Yy
=l n.n2nONNTA EEEEEEEE EEEEEEEE Ec Ec W RWRRR AR R AR AR

Figure 63. Sub-menu displayed with right click on the cell of grid

Memory & File edition

Device memory | Open file
-*- Address 0x08000000 | ¥ Size 0x400 Data width | 32-bit «  Find Data Ox
— | Address o 4 8 C ASCIlI
| 0x08000000 00440044 00AA00AA 00440044 00aA0044 LA 2N, *
| 0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FYVVYYIYYYYYYYVY
CPU |0x03000020 FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYVYYYYYYYYY
3 | 0x08000030 FFFFFFFF FFFFFFFF FFFFFE oy FF YYYYYYYYYYYYYYVY
lS‘.'J".«' | 0x08000040 FFFFFFFF FFFFFFFF FFFFFI cut FF VYWYV VYV
= | 008000050 FFFFFFFF FFFFFFFF FFFFFI Paste FF VYV VY
IE | 008000060 FFFFFFFF FFFFFFFF FFFFF Y
| 0x08000070 FFFFFFFF FFFFFFFF FFFF F VYYYYYYYYYYYYYVY v
Note: In addition to sub-menus to display this window, user can open it directly by using the key
combination “Ctrl+M’.
After clicking on “Fill memory” option, a window is displayed so that the user can initialize
the parameters of the operation (see Figure 64).
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Figure 64. Parameters initialization
= Fill memory = X
Start address 0x08000000
Size (Bytes) 0x10
Data value OxAA ‘
Filling data size
® 8 Bits 16 Bits 32 Bits
217 Blank check command

3

-blankcheck

Description: This command allows the user to verify that the STM32 flash memory is blank.

If this is not the case, the first address with data is highlighted in a message.

Syntax: -blankcheck

Examples: STM32_Programmer_CLl.exe -c port=swd —blankcheck

Figure 65. Example 1: Flash memory is not blank at address 0x08000014

ST-LINK SN : @678FF5549496770¢
ST-LINK FuW

Board

Rey 1 ID :

Device name : STM32H7xx
Flash size : 2 MBytes
: MCU
: Cortex-M7

Flash memory blank checking...

Warning: Flash memory is not blanck at ©x88600814.
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Figure 66. Example 1: Flash memory is blank

ST-LINK
5T-LINK
Board
Volt

SWD freg

nect mode:

et mode
Device ID
Revision ID
Device name
Flash size
Device type
Device CPU

Software
Bx450
STM32H7xx
2 MBytes
MCU
ortex-M7

Flash memory blank checking...

Blank check operation

The user can open the Fill memory window from different sub-menus.

Figure 67. Sub-menu displayed from “Read” combo-box

Data width | 32-bit » | Find Data Ox

0x08000000 | = | Size 0x400

Address

Address 0 4 8 c Ascll  Savefs..
B]SIR 0x08000000 FAFAFAFA FAFAFAFA FAFAFAFA FAFAFAFA GOaGuaaaaaaaaaaa Fill memor
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYYYY
[oV|R 0x08000020 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV YYYYYY
0x08000030 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VVVVVVVVVVWVVVYY
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Figure 68. Sub-menu displayed with right click on “Device memory” tab

— | age
== Memory & File edition
Yy = Tam
K4
Save As . Ctrl+5
l 3 |§ Address Open file Ctrl+0 0o Data width | 32-bit +» | Find Data ox Read
L ..

Addr Close tab Ctrl+C 4 a c Ascll
0x600000 DADADA DADADADA DADADADA UO00uodooodoooog
0x600000 r|gse other tabs FFFFFF FFFFFFFF FFFFFFFF YYYYYYVYYYYYYYYY
0x600000 Option bytes  Ctrl+B FFFFFF FFFFFFFF FFFFFFFF VVYYYYVYYYYYYYYY
0x600000 FFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYVYYYY

Fill memory Ctrl+M
0x60000 FFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYVYYYY
8 0xgoooof Blank check ClrlL T s i B
qcll 0x60000060 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF SIS
0x60000070 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF SIS

Figure 69. Sub-menu displayed with right click on the cell of grid

Memory & File edition

\J 0 file
,'. Open file
z‘ Address | 0x08000000 |~ | Size | 0x400 Data width | 32-bit ~ | Find Data 0x Read v
..}

Address 0 4 8 C ASCIl
0x08000000 FAFAFAFA FAFAFAFA FAFAFAFA FAFAFAFA GUAGGAGGaGAGAGGG
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF VY YYYYYYYYYYVYYY

ﬂ 0x08000020 FFFFFFFF FFFFFE Copy FF FFFFFFFF VY
0x08000030 FFFFFFFF FFFFFE ¢ FF FFFFFFFF VYV
SN | 0x08000040 FFFFFFFF FFFFFE FF FFFFFFFF FYSIYIIVSYIYSY
- 0x08000050 FFFFFFFF FFFFFE Fill memory FF FFFFFFFF YYYYYYYYYYYYVYYY
F‘.EG. 0x08000060 FFFFFFFF FFFF TlE dee FFFFFFFF YYYYYYYYYYYYVYYY
0x08000070 FFFFFFFF FFFF FFFFFFFF VY YYYYYYYYYYVYYY

In addition to sub-menus to display this window, user can launch the operation directly by
using the key combination Ctri+L.

After clicking on “Blank check” sub-menu, the process starts to verify that the STM32 flash
memory is blank. If the flash memory is not blank, the first address with data is highlighted in

a message, as shown in Figure 70.

The expected results are shown in figures 771 and 72.
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Figure 70. First address with data

Memory & File edition

Address | Ox08000000 |+ | Size | Ox400 Data width | 32-bit w  Find Data O

Address 0 4 8 C ASCI
O 08000000 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV Y YV YV YYY
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YV Y
008000020 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYYYY
0x 08000030 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VY YYYYYYYYYYYYYY
008000040 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VY YYYYYYYYYYYYYY
008000050 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYYYY
O 0B000060 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VY YYYYYYYYYYYYYY

0x08000070 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF TV

Verbosity level (@) 1

L]

3
TP TR T Ry
: Reset mode : Hardware reset Ai
evice 1D : (50 N
evigion 1D : Rev Z E

PLOADING OPTION BYTES DATA ..

+ Bank ]

: Address  0x5200201c
: Size + 308 Bytes

+ UPLOADING ..

T Sige + 1024 Bytes

o Address  0x8000000
: Read progress:

me slapsed during the read operation is: 00:00:00.008
: Flash memaory blank checking,

1%
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Figure 71. Example 1: Flash memory is blank

‘J" Address | 0x08000000 | v | Size | [Qu400 Data width | 32-bit w  Find Data 0 m
L~

Address o 4 8 C Ascl
0x08000000 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV YYYYYYYYYYY
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV YYYYYYYYY
0x08000020 FFFFFFFF FFFFFFFF —EEEECEEE EECECEEE e
O0x08000030 FFFFFFFF FFFFFFFF m Message X
0x 02000040 FFFFFFFF FFFFFFFF
0x08000050 FFFFFFFF FFFFFFFF o Flash memory is blank.
l J 0x08000060 FFFFFFFF FFFFFFFF
0x0800007 0 FFFFFFFF FFFFFFFF oK
Lag Verbosity level (@1 2

T T P O T AT T
16:43:33 : Devige 1D 2 Ccd30

16:43:53 : Rewisson 1D : Rew 2

16:43:53 : UPLOADING OPTION BYTES DATA .
16:43:53: Bank 00

16:43:33 1 Address On3200207¢

164353 : Size 308 Bytes

16:43:53 : UPLOADING —

16:43:53: Sige 1024 Bytes

16:43:53 : Address OB000000

16:43:53 : Read progress:

16:43:53 : Time elapsed during the read operation is: 00-00:00.007
16:44:14 : Flash LY blank check g |

P& -

3
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Figure 72. Example 2: Flash memory is not blank

Address
0x 08000000
sy 0x08000010
0x08000030
0x08000040
0x08000050
0x 08000060
Ox 08000070

4

Log
16:46:51 : Size

16:46:51 : Address

16:46:51 : Size
16:46:51 : Address

& Address | 0x08000000 | = @ Size
.

0400 Data width  32-bit b
0 8 C AsSCll
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YV
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYYV YWVYYY
FFFFFFFF 00DADACC FFFFFFFF FFFFFFFF Yy L 00 . rimyvy
FFFFFFFF FFFFFFFE -
FFFFFFFF FFFFFFFF ] Waming =
FFFFFFFF FFFFFFFF )
A Warning: Flash memory is not blanck at 0x08000024.
FFFFFFFF FFFFFFFF 1N
FFFFFFFF FFFFFFFF

TURTEIT T U OUWIOSOED SUTCeEss oy
16:4€:31 : UPLOADING ...
: 4 Bytes

: 08000024

16:46:31 ; Read progress:

: 02000000

16:46:31 : Read progress:

: Flash memory blank checking.

16:46:51 : Time elapsed during the read operation is: 00:00:00.000
16:46:51 : UPLOADING ...
: 1024 Bytes

(B & -

100%

Compare flash memory with file

Description: Compares the MCU device memory content with a binary, hex, srec, elf, out
and axf file. The difference is shown in red in the file and in the flash memory panel.

The user can open the comparison window from different sub-menus.

Figure 73. Sub-menu displayed from “Read” combo-box

Ox 08000080

- | Fndbuta | ox [

|T Address | Ox0B000000 @+ Size | Ox400 Data width
[~
— Address 0 4 8 c
| 0x 08000000 0000FFFF FFFFFFFF FFFFFFFF FFFFFFFF
m 0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
(WSl 0x08000020 FFFFFFF FFFFFFFF FFFFFFF FFFFFFFF
008000030 F FFFF FFFFFFFF FFFFFFFF
0x 08000040 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
0x 08000050 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
(3l 0x08000060 FFFFFFFS
= 0x08000070 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

Ascil Save As ..

VY« YV YYYYYYY Fill memory
YYYYYYYYYYYYYYYY Blank check

YYYYYYYYVYVYVYYY
VYV YV YV VY
VYV YYY
YWYV YV Y
YTy
VYV YYYYYYY
VYV YYYVYYY

Compare memory with file
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Figure 74. Sub-menu displayed with right click on “Device memory” tab

Memory & File edition

Ctrl+5

Data width = 32-bit =  Find Data 0% Read
Open file Ctrl+O
Ad Close tab Ctrl+C 8 c ASCII

0x08001 £F FFFFEFEF FFEFFFFF VTV« STV VIV
0x0800! H3 FFFFEFFE FFFFFFFE VYYYYVYYYYYYYYYY

Close other tabs
0x08001 F FFFFFFFF FFFFFFFF YV
0x0800) OPtion bytes CitB o FFFFFFFF FFFFFFFF ISV
0x08001 Fill memory Cul+M - g FFFFFFFF FFFFFFFF SV
Ox08001 Blank check Ctri+L =F FFFFFFFF FFFFFFFF Wyywyyywyyyyy
0x0800" compare memory with file Ctri+T  |F FFFFFFFF FEFFFFFF VYYYYYYYYYYYYYYY
0x0800s F FFFFEFEF FFEFFFFF SIS

0x08000080 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYYYY

Figure 75. Sub-menu displayed with right click on the cell of grid

Memory & File edition

Open file

*' Address | 0x08000000 | w | Size | Oxd00 Data width | 32-bit v | Find Data O
| -]

Address 0 4 8 C ASClI

0x08000000 0000FFFF FFFFFFFF FFFFFFFF V- VY +

0x08000010 FFFFFFFF FFFFFFFF FFFFFI Copy IYYYYYYYYY

0x08000020 FFFFFFFF FFFFFFFF FFFFFE . IVYYYYYYYY

e | 0x08000030 FFFFFFFF FFFFFFFF FRFFFF | ve VY YYYYYYY

SWV 4 FFFFFFFF FFFFFFFF FFFFFI _. IYYYYYYYYY

0x08000040 I Fill memory YYYYYYYYY

0x08000050 FFFFFFFF FFFFFFFF FFFFFI IYYYYYYYYY

Blank check

0x08000060 FFFFFFFF FFFFFFFF FFFF = . VYVYYYYYY

Compare memory with file |77777 7777

0x08000070 FFFFFFFF FFFFFFFF FFFF YYVYYYYYY
0x08000080 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF YYYYYYYYYYYYYyyy \

Figure 76. Sub-menu displayed with add tab button

Memory & File edition

_ Open file
1

idth

Address 0x08000000 | = | S 32-bit v | Find Data Ox Read -

Open memaory tab

ddres 2 FI Compare memaory with file j g 5 Ascll
0x08000000 0000FFF FFF FFFFFFFF VY o Y YYY
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYY Y
0x08000020 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYY YYYY
0x08000030 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYY
0x08000040 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYY YYYY
0x08000050 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYY Y
0x08000060 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYYy Y
0x08000070 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYY Y
0x08000080 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF WYYy Y
£
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Figure 77. Sub-menu displayed with right click on the opened file tab

Memory & File edition

==
,\
F ] Save As .. Ctrl+5
I: Address | 0xgopopoo  Verify Crl+V idth | 32-bit ~ | FindData | ox Download -
i Download Ctrl+D
— Address 8 C ASCII
Open file Ctri+O =
0x08000000 3 3034 04324630 :020000040800F2 .
0x08000010 3 Closetab Crl+C 4130 30303041 : 20006000AAAA000
(9Nl 0x08000020 4 Address 4646 46464646 OFFFFFFFFFFFFFFF
0x08000030 4 . 4646 46464646 FFFFFFFFEFEFEFEF
lose tab
BTN 008000040 4 4645 46464646 FFFFFEEEEFFFFFFF
R 0x08000050 4 Close other tabs 3646 3030323A  FFFFFFFFF6A.:200
(3l 0x08000060 3 Option bytes Cri+B 4646 46464646 08000FFFFFFFFFFF
0x08000070 4 Fill memory Ctri+M 4646 46464646 FEEEEFFFFFFFFFFF
AR - rr eararar S ——
Elank check Ctri+L
Live Updat, Verbosity level e 2 3
Compare memory with file Ctri+T el ty i
v
:512 Compare two files Ctel+F ,é
: Hi
: Erasing memory corresponding to segment 0: 3
15:06:02 : Erasing internal memony sector O

15:06:02 : Download in Progress:

15:06:03 : Time elapsed during downboad operation: 00:00:01.355

Address | 03000000 v Size | 0x200 Datawidth = 32-bit ~+ FindData

Address 0 4 s (4 Ascy  Read
0x08000000 3032303A 30303030 30383034  0A324630 : 020000040800F 2. Save As.

0x 08000010 30303234 30303630 41414130 30303041 : 200060004444000 Verify
0x08000020 46464630 46464646 46464646 46464646 OFFFFFFFFFFFFFFF Add

Address
0x08000030 46464646 46464646 46464646 46464646 FFFFFFFFFFFFFFFF

Compare memory with file

Compare two files

0x08000040 46464646 45454546 46464645 46464646 FFFFFEEEEFFFFFFF
0x08000050 46464646 46464646 0A413646 30303234 FFFFFFFFFBA. : 200
0x08000060 30303830 46464630 46464646 46464646 08000FFFFFFFFFFF
0x08000070 45454546 46464645 46464646 46464646 FEEEEFFFFFFFFFFF

Log Live Update  Verbosity level (@) 1 2 3

In addition to sub-menus to display this window, the user can launch the operation directly
by using the key combination Ctrl+T.
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Example 1: Difference between internal flash memory and binary file

Figure 79. Data width: 32 bits

Comparison Device mémory Vs FIASGbin

Address | 0w v Sor | o200 Datawidth | 32-bit |nal:\m o m

Memary device | Address range: (008000000 8x6000209] | File: F7466.bin, $ize: $12 Bytes
Address o 4 8 L4 AsCl o 4 & < Ascll
Ox0B000000  |OODOFFFF  FFFFFFFF  FEFRFFFE  FFFFFFFE . Vissyivsdviy FTESFSAA  OBI60GS5  FFEFFFRF  0DDODDOD  *UésU.. ¥in....
0x08000010  FFFFFEEF  FEFEFEFE  FFFFFERE  EFFFFEFE  syywyywsvyiinyy TEFFE000  BODOTFFE  FFSOEFFE QOTFO000  ..5.%...95.5...-
ONDB000020  FRFFFFFF  FRFFFFFF  FRFFFFFF  FFFFFFFF  SVsvisvivayinnyy FFBOFFFF  DOTFODO0.  FFFEFFOD  ODDIOOFE 7.7.....3pv7...
O0x08000030  FRFEFFFF | FRFFFFFE | FRFFFFFE | FRFFFFEE | yyayyyasyyyoyvyy FFFFFFFF | FEFFFEFF  FRFFFFFE  FFFFFFFE | vy iy sy
O0x0B000040  FFFFFFEF  FFFFFFFE | FRFFEFFE  FFFFFFFE  sisyimnvinnaniny FFFFFFFF  FEFFFFFF  FFFFFFEF  FRFFFFEF iy
0x08000030  FFFFFFFF  FFFEFEFF  FEFFEFFF | EFFFFEFE  vysvivvniviy FFFFFFFF  FFFFFFFF  FFFFFFFE  FFFFFFFF vy
OxOS000060  FFFFFFFF  FEFFFFEF  FEFFFFFF  FFEFFEFE  wyvnn [T ) FFFFEFE FEFEEFEE | vyyyysyyyyyivysy
Ox0B000070  FFEFFEFE  FRFFEFEF  EEFCEEFE  FEFFEFFE  yiyyyini ‘trrrnr FREFECEE | vy vy s iayiy
Ox08000080  FFFFFFFF  FRFFFFFF  FRFFFFFF  FRFFFFFF vy A Waming; irst Gfference found af 106000000 | FFRFEFE | FREFFERE | 3 yyyyyiyyyyysy
Ox0B000090 FFFEFFFFF  FEFFFFFF  FERFFFFE  FFFFFFFE  yyyyryd ' fFFFFFF EFEFFERE | Wy yyyiyyayyyyavy

0x08000040  FFFFFFFF  FEFFFFFF  FFFFFEFE  FFFFFFFF  yvvywn o FFFFEFE | FFFFFERE iy vy oy vy

Ox08000080  FFFFFFFF  FFFFFFFF  FFFFFFFE  FFFFFFFE  yyniyyn FFFEFFF  FFFFFFEE yyyyyyryyyviyyyy
Ox0B0000C0  FFFFFFFF  FFFFFFFF  FFFFEFFF  EFFFFFFE vy FFFFFFEF  FEFFEFFF  FRFFFFFE  FRFFFFEF vy vy

Figure 80. Data width: 16 bits

Comparison Device memary Vs FT46G.bin

Memery device | Address rangs: [0x88000000 0x8000200] ) File: FT46G.bin , Skce: 512 Bytes
T T T T T T O sl B 2 4 & 8 A € E ascl
FFEF F7E0 FFFF FFEF FEFE FRFF | FFFF FEFE  jyiesyivivamynsy " FOAA F7EG 0655 0816 FFFF | FFFE. 0000 0000 “uéel...j39y..
0x0B000DL0  FFFF FFFF FFFF FFFF FRFE | FFFF FRFF FRFF  Syyssiyavsssiigy 8000 FFFF TFFF 8000 FRFFE FFBO 0000 0O7F
0x08000020  FFFF | FEFF FFFF FFFF FEFF FFFF FFFF FEFF  Sysysmyaioiviiy FFFE FFS0 0000 OO7F FFOD FFFE OOFF 0OO1 3y.y.....3byy...
0x08000030  FFFF | FFFF | FRFF | FRFF | FFFE | FRFE | FRFF | FEFE | Sy3ysyyvayisiviy FFFF FFFF | FFFF FFFE | FRFF  FFFF  FFFE | FRFE | Syysyvasisyomssy
0x08000040  FFFF | FEFF | FFFF | FFFF | FEFF | EFFE | FFEF | FEFE | syvvsmimssiviiay FFFE | FFEF | FFFF FFEE | FFEF | FEFF FEFF | FEFE | svvvivovisyovavy
0x08000050  FFFF | FFFF | FFFF | FFFF | FRFE | FRFF | FRFF | FEFE | syivsmsosviniisy FFFE FFFF FFFF  FFEE  FRFF FRFF FFFE FRFF iy
0x0S000060  FFFF | FFFF | FFFF  FFFF | FEFF | FFFF | FFFF | FFFF | sy97w FFFF [FRFE | FFFR | svivivsissviovy
0x08000070  FFFF FFFE FFFF FFFF FFFF FFFF  FFFF  FFFF yymnm'""'g X Biee ) FEFE) [FEFE) BEFRN 3y33573973577597
0x08000080  [FFFF | FRFF | FFFF | FFFF | FEFF | FFFe | FRFF | FRFE | 5y Wario it il 0] Frer | Frrr | FRrR | FRRE | svamsmivisiiiaiy
OX0B000090  FFFF | FFFF | FFFF | FFFF | FFFE | FFFE FFFE FFFE sy A FFFE | FFFE FEFF | FFFE | svysyyavyssaiiy
Ox0B0000AD  FFFF | FFFF | FFFF FFFF | FRFFE | FFFF | FRFF FRFE syvid] Brer | FRFr | FRFR | FRRE | vy
0108000060 FFFF | FFFF  FFFF  FFFF | FEFE FFFF | FFFF | FFFE | 3y E FFEF | FFFE | FEFF | FRFE | svimmivivinyony

Ox0E0000C0 FFFF FFFF  FFFF  FFFF  FFFF  FFFF  FRFF  FFFF vy yyy VYYYYYYYYYY TTTETETIETRRTET TR e RRFE  FRFF FFFF FFFF vy yyr vy vy w

Figure 81. Data width: 8 bits

Addrets | 1) v Sue Data wadth |Knd Dats o m
Miemory derice | Address rang: [1x03000000 0xB000200) ) File: 466 bin, Size: 512 Bytes

aillsiaksdld s lalsiclini=lr asa sliilcleld=ldaisblxi=lciolF

£ FF FY ¢7 FF £F FF FF BR[| R FF) FF FF 6 FF wsissvmivasvivy A4 F9 E9 £7 55 06 16 08 FF ¥ FFI FF) 00 00 00

0x08000010  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF Syyyyyymyoyoiosy 00 B0 FF 7F FF IF 00 80 FF FF 80 FF 00 00 7F

Dx08000020  [FF| FE| FF FE| FF FF FF FF FF FE. FF FF) FE| FF FF PR Syvivimivoninsny FF FF 80 FF 00 00 7F 00 00 FF| FE FE FF 00 01

Ox08000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF vyyyyyyyyyyyyyyy FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0x08000040 | FF FFL FF. FFL FF. FF. FF. FF. FF) FF. FF FF| P R R sommvssis oy 7| FF. FF. 7| FF FF| . FF R FF R R PR R PR R, sasmsmssmssiviy

Ox0B000030  FE FE FF FE FE FF FF FF FF FF FF FF FF FF FF FF oy FF. FE| FF. FF| FF[FF FELFE. FF FF FF FE| FF FF FE FF svivimimimiminy

0x08000060  FF FF| FF FF FF| FF FF| FF FF| FF FE FF FE|FF FE FF yirii [T Warning FF| ) B B FEU R vy

0x0B0000TD  FF FF. FF. FF. FF. FF. FF. FF. FF. FF. FF. FF FF FF FF R 591 7F. FF| FF. FF| FF FF| sv53v357533555

OxDB0000S0 R FF FF FF FF FF FF PR FE PR PR FR PR FR PR yim) A Serslecr ot o R FFE| 7 R 56| BB svyvyvyvyyyyysyy

OxOB0000S0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF y','ri FF FF FF FF FF FF yvywyyyyyyyyyywyy

Ox08000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF vyy) FF FE FF FF FF FE yyyyyyyyyyyvywy

0x08000060 | FF FFL FF. FFL FF. FF. FF. FF. FF) FF. FF Fr| ) PR R it 77 FF FF. FF| FF FF| s959593953595957

0x080000C0  FF| FE| FF FF. FF FF. FF| FF FF. FF FF FF ) I L R R B ooy

FEFF FF|FF virvvviryivysny . FF FF FF FF FF FF FF FF FF FF

3
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Example 2: Difference between external flash memory and hex file

Figure 82. Data width: 32 bits

Py Dotawidth | 326t = |FindData  ox . [res |

n ice | Add : ) File 1 6 hax , Address range: [xE5000009 8x60000100]
Addrass ] 4 f S ASCII ] 4 3 = AT
DADADADA  DADADADA  DADADADA  DADADADA  (OOOUCOOUOUGC000 BL0B0240  BI0G0O03  0O0DO0S0  DO0O00OS
0x60000010  FFFFFFFF  FFEFFEFF  FRFEFEFE  FRFFFIFE  oimsyivsyavsssy 00000001 00000100  0OGO0004  (OOOODLF
0x60000020  FFFFFFFF  FFFFFFFE  FFFFFEFE  FFFFFFFE  yinyviynivsnyy 00000011 0ODODOLO 01234567  BIABCDEF
0w60000030  FFFFFFFF  FFFFFFFF  FEFFFFFF  FEFFFFFF  pinyisivininy 01234567  BSASCOEF 00000104  0OODOOOL
0x60000040  FFFFFEFF  FFFFFEFF  FEFFFFFE  FFFFFFFF  ponyyiysiviniy 00000001  000GD105 00000001  DOOO0DOL
0x60000050  FFFFFFFF  FRFFFFFF  FFFRFFFF  FRRFFFFF  yyyyyyynson. | annannen  nanannny oy 0000171
O0x6O00006D  FFFFFEFE  FEFEFEFF  FEFEFEFE  FRFFFFEE  yyyyyysl ) Waming 00000001
0x60000070  FFFFFFFF  FFFFFFFE  FEFFFFFF  FFFEFFFE  jyyyydl e
060000080  FFFFFFFF  FFFFFFFF  FFFFFFFE  FRFFFFFF yivvind] A R A 50595243
0x60000090  FFEFFFFE  FFFEFFFE  FEFEFEEF  FEFEFFEE  jyyvyil BO0000E0
O0X600000A0  FFFFFFFF  FFFFFFFF  FRFFFFFF  FFFFFFFF vyl 0000004
Ox60D000B0  FFFFFEFE  FEFFFEFF  FEFEFFEF  FFFFFFFF  yyjy BO0000O0
0x600000C0  FFFFFFFF  FFFFFFFF  FFFFFFFE  FRFFFFFE  aisvisisssvissy 00000000 00000104 BA0000I0

Figure 83. Data width: 16 bits

Datawidth | 16-bit = |FindData  0x

Memory device | Address range: [0xE0000000 0x60000100] ) File : 6.hex , Address range: [0x60000000 1x£0000100]
Address 0 H 4 1] 8 A c E AsCll 0 H 4 1] B A C E ASCIl
DADA DADA DADA DADA DADA DADA DADA DADA  COOUODOCOOOO00 “ 0240 Bl0B 0003 Bl0B OOS0 0000 0009
0xE0000010 FFFF FFFF FFFF FFFF FFFF FFFF  FFFF  FFFF  yyyyyywyyyyyyyyy 0001 0000 0100 0000 0004 0000 00X
060000020 FFFF FFFF FFFF FFFF FFFF FFFF  FFFF  FFFF  yyyyyvavyyyvayy 0011 0000 0010 0000 4567 0123 CDEF
OxG00000X0  FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFE  yyiyyyinvsvininy 4567 0122 CDEF B9aB 0104 0000 0001
Ox60000040  FEFF FFFF FFEF FFFE FEFF FFEF EFFF FFFE  S9viyvimasvyvimy 000L 0000 0105 0000 0001 0000 0001
OxBD0000S0  FFFF FRFF FFFF FFFF FFFF FRFF FFFF  FFFE  Sy39syaaysissasy 0001 0000 0001 0000 0001 0000 0171
OxE0000060 FFFF FFFF FFFF FFFF FFFF FFFF FFFF  FFFF y'_v','\f,ﬁ.: Waring ® 0000 0001
OxGO0000T0  FFFF FFFF FFFF FFFF FFFF  FFFF FFFF  FFFE Yy 0000 0004

5846 5243 5059 + SCFXCRYP

060000080 FFFF FFFF FFFF FFFF FFFF FFFF  FFFF  FFFF ViV A Warrang: Fast diference found _,, .
060000090 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF  yyyyy] B10B 0080 0000 128.8..=...s....
0x60000040  FFFF FFFF FFFF FFFE FFFF FFFF FFFF FFFE  yyyiy] 0000 0004 0000
(60000080 FFFF FFFF FFFF FFFF FFFF FFFF FFFF  FFFF  yvyyyy) E 8 0000 0000 0000 ... i
OxGO0DOOCO  FFFF  FFFF  FFFF FFFF FFFE  FFEF FFFF  FFFE  yyyyyyimamyyvoyy ~TB000 000G 0104 D000 DOOL 0BOO 0000 0000 ................

Figure 84. Data width: 8 bits

(A | File : 6.hex, Aderess range: (0160000000 0x60000100]
Addrass @ 1 2 3 4 5 & 7T 8 9% AB CDIEF ASTH @ 1 2 3 4 5 § 7 & 9% AB CODEF AsCn

[Cx50000000 ] DA D4 DA DA DA DA DA DA DA DA GA DA DA DA DA DA OUOCIOUGCOU0DG00 40 02 0B BL 03 00 OB 81 80 00 00 00 09 00 00 00 8..:...:

Ox6O000010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyyyyyyyyynwsy 0L 00 00 00 00 91 00 00 04 00 00 00 IF 00 00 00 .

0x60000020  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Savivsyvvsysviy 11 00 00 00 10 00 OO 00 67 45 23 01 EF CD AB 89 .

OxGO000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyyyyyyyyyyyyyy 67 45 23 01 EF €D AB 69 04 01 00 00 01 00 00 00

Ox60000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yvywyyvyvyyyyyy 01 00 00 00 05 01 00 00 01 00 00 00 01 00 00 00 .

Ox600000S0  FF FF FF FF FF FF FE FF FF FF FF FE FF FE FE FF S9vyyssyssvasiy 01 00 0O 00 01 00 OO 0D 01 00 0D 00 71 G1 00 00 .

GRGON000  FELFE.FE FF FF FF FF FE FF FF FF FE FE FE FF FF W . 01 00 00 01 00 00 00 .

0x60000070  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yy3i 00 00 00 04 00 00 00 .

Ox500000E0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yui VWarming: Fiest difference fou 46 58 43 52 59 50 .

OxG60000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyy A 08 Bl 80 00 00 00 128.@

Ox60000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyy 00 00 04 00 00 00

Ox60000020  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 993 00 00 00 00 00 00 .

0xG0D00ICO  FF FF FF FE FF EF FF FE FE FE FF FE FF FE FF FE 5ys/iWavivaivisy 00 00 00 00 00 00 .

After launching the comparison between the flash memory and file, and the edit of data in
the memory, the user must make an update in the comparison tab using the read button.
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Example 3: Update comparison between flash memory and file after editing

Figure 85. Before editing the flash memory

Address | 0at0000000 | w | Sz | Owiod Data wigth | 8-bit * FdData m
¥ | Address range: 1 File : 6.hax , Address range: [0x60000000 Gx§2000109]
Address 01 2|34 5 6.7 8B % A B CDEF T 89 ABCOD ASCll

OxE0000000 wmmmmmmmmmm B1 B0 00 00 0O 09 00 00

e E0000010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yavayvyyvy sy 00 04 00 00 00 1F 0O 00

0x60000020  FE FF FF FF FE FF FE FF FF FF FF FF FE FE FF FE wvaiimyiivimy 00 &7 45 23 0L EF €0/ A8

0x60000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yvyyyyyyyyyyyyyy B9 04 01 00 00 01 00

0x60000040  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF \vyyyyiyivyvinyy 00 0L 00 00 00 01 0O

OxE0000050  FF PR FE FF FF FF FF FF FE FF FF FF FE FE FE FE pyyvivwnyvivivyy 00 OL 00 00 00 71 0L

OxE0000060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ynmnnmniydinonnyd 00 62 01 00 00 01 00

OxE0000070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP ([T Warning 00 04 00 00 00 04 0O

EH000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | 00 53 47 46 5B 43 52

OxEQO000I0  EF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FE | ff  Warmaghi E1 03 00 08 BL 50 00

O 0000040 FFFFF?FF!FFFFFF:’FFFFrFFFFF;rrFFF;“‘A 00 00 01 00 00 04 00

0xE0000080  FF FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF | 00 08 00 00 0O 0O 00

O B00000CH Gl il ialialalialiatiglial il | —— 00 01 00 00 00 DO 0O

Figure 86. After editing the flash memory

Addeesy - Sie 0x100 Data wmidhh  g-bit = Find Dats Oox m
W ry device | Address range: 1 File : 6.hex . Address range: [0xE0000000 0x60000100]
Addrens 4 9 ABCDETF AsCH 2 3 45 67 8 9% ABCODESTF ASCIE

Cx60000000 DA DA DA DA DA DA DA DA 8. COUCIUDOCUOUOY B1 03 00 08 81 50 00 00 OO0 09 00 00 00

OxE60000010 FF FF FF FF FF FF FF FF yyyyyyyyyyyhyryy 01 00 ©0 O0 00 01 00 00 04 00 00 00 IF 00 00 00

Ox60000020 FF FF FF FF FF FF FF FF yyyyvyvydyyy ey 11 00 00 OO 10 00 00 00 &7 45 23 01 £F CD AR 89 ..

0260000030 FF FF FF FF FF FF FF FF yyyyyyyyyyyyyyyy 67 45 23 01 EF CD AB 85 04 0L 00 00 01 00 00 0O

CBO000040 FF FF FF FF FF FF FF FF yviyyiyyyvywysy 01 00 00 00 05 01 00 00 01 OO OO OO 01 00 00 00 ..

OxEH000050 FE FF FF FF FF FF FF FE yyivyvvyay sy sy 01 00 00 O6 01 00 00 00 01 00 06 00 71 01 00 00 ..

0x60000060 FE FE FE FE FF FF FF FIER waming T 3 )00 62 0L DO 00 01 000000 ..

Ox60000070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Fl 00 04 00 00 00 04 00 00 OO

OxG0000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF F & Watning: Fiest difference found & 00 53 47 46 58 43 52 59 50 ..

OxGO000090 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF F 81 03 00 OB B1 80 00 00 00

Ox60000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Fi T| 00 00 01 00 OO 04 00 00 00 ..

Ox60000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FI o 00 08 00 00 00 00 00 00 00

OxEO0000CO  FF FF FF FE FF FF FF FF FE FE FE FF FF FF FF FE iy vy oysyy 0000 00 0D 04 01 00 00 01 00 OO 0D 00 00 00 00 ..

Note: The user can make multiple comparisons between flash memory and files.

Figure 87. Multiple comparisons

gl Address o0 ¥ | Size | (n30 Datawidth  32-pit = Find Data Ox

2.20 Comparison between two files

Description: Compares the content of two different files (binary, hex, srec, elf, out and axf).
The difference is colored in red in the grid panel of each file.

This operation does not need a connected board.
The used files can be of different sizes and types.

The user can open the comparison window from different sub-menus.

3

UM2237 Rev 19 77/145




STM32CubeProgrammer user interface for MCUs UM2237

78/145

Figure 88. Sub-menu displayed from “Read” combo-box in device memory tab

Memory & File edition

Datawidth | 32-bit = Find Data Ox

Save As ...

Address o 4 8 c ASCH
O0x08000000 3032303A 30303030 30383034 Da324630 :020000040800F 2,
O0x0E000010 3030323 30303630 41414130 30303041 : 200060004444000
0x08000020 46464630 46464646 46464646 46464646 OFFFFFFFFFFFFFFF
Ox0E000030 46464646 46464646 46464646 46464646 FFFFFFFFFFFFFFFF
0x08000040 46464646 45454546 46464645 46464646 FFFFFEEEEFFFFFFF
Ox0E000050 46464646 46464646 04413646 3030323 FFFFFFFFFGA. : 200
0x 08000060 30303830 46464630 46464646 46464646 O8000FFFFFFFFFFF
O0x0800007 0 45454546 46464645 4 464 16464646 FEEEEFFFFFFFFFFF

Fill memory

Blank check

Compare memaory with file

Compare two files

Figure 89. Sub-menu displayed with right click on “Device memory” tab

Memory & File edition

I S

Address Open file Ctrl+O Data width | 32-bit » Find Data 0x Download -
Close tab Ctri+C
Ad ] [ ASCII
0x0800( 30 30383034 04A324630 :020000040800F2 . *
0x0800( Close other tabs 30 41414130 30303041 : 20006000AAAA000
0x0800( Option bytes Ctri+B 16 46464646 46464646 OFFFFFFFFFFFFFFF
0x0800!( Fill memory Ctrl+M 16 46464646 46464646 FFFFFFFFFFFFFFFF
0x0800( o ke check o L 46464645 46464646 FFFFFEEEEFFFFFFF
0x0800( 113 0a413646 3030323A FFFFFFFFFBA. : 200
Compare memory with file Ctrl+T
e 0x080 = 0 46464646 46464646 08000FFFFFFFFFFF
- 010803 Compare two files cuiee Is 46464646 46464646 FEEEEFFFFFFFFFFF 2

Figure 90. Sub-menu displayed with right click on the cell of grid

— P -
== Memory & File edit

N
K4
@ Address | 0x8000000 v | Size | (0x200 Data width | 32-bit ~ | Find Data 0x Download
— Address 0 4 8 o ASCIl
0x08000000 3032303A ENELELED] 30383034 0A324630 :020000040800F2 .
- m | 0x08000010 3030323 303034 Copy i1 : 20006000AAAA000
[o2lVIN | 0x08000020 46464630 464641 cut 16 OFFFFFFFFFFFFFFF
- 0x08000030 46464646 464641 Paste 16 FFFFFFFFFFFFFFFF
SWv 0x 08000040 46464646 45454 | 16 FFFFFEEEEFFFFFFF
Fill memory
E— | 0x08000050 46464646 464641 3A FFFFFFFFFBA. : 200
Blank check
3l | 0x08000060 30303830 464641 . X 16 08000FFFFFFFFFFF
BETA Compare memory with file
0x08000070 45454546 4646 FEEEEFFFFFFFFFFF “
< ] Compare two files I

3
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Figure 91. Sub-menu displayed with add tab button

Memory & File edition

Open file ;
Address 0xB000000 | 5 adth | 32-bit » | Find Data 0x

Open memaory tab

Address 0 e ] C ASCIH
Compare memary with file

0x08000000 3032303 034 04324630 :020000040800F2.
0x08000010 30 30323] e 130 30303041 : 20006000A44A000
0x08000020 46464630 46464646 46464646 46464646 OFFFFFFFFFFFFFFF
0x08000030 46464646 46464646 46464646 46464646 FFFFFFFFFFFFFFFF
0x08000040 46464646 45454546 46464645 46464646 FFFFFEEEEFFFFFFF
0x08000050 46464646 46464646 04413646 30303234 FFFFFFFFFGA. :200
0x08000060 30303830 46464630 46464646 46464646 08000FFFFFFFFFFF
0x08000070 45454546 46464645 46464646 46464646 FEEEEFFFFFFFFFFF
FRY PP YT AP AF AL A A ArAF AL Ar AR AL AL A A A A e

Figure 92. Sub-menu displayed with right click on the opened file tab

Memory & File

== =
Save As ... Ctrl+5

\L Address | 0x8000000  Verify Ctrl+V  3th | 32-bit ~ | Find Data 0x Download -
i Address Download Ctrl+D 3 ¢ Ascll
Al 0x08000000 30; Openfile Cul+0 34 0A324630 :020000040800F 2. =
m  0x08000010 30; Close tab Ctrl+C 130 30303041 :20006000AAAA000
(Slly  0x08000020 46 pddress 646 46464646 OFFFFFFFFFFFFFFF
0x08000030 46 646 46464646 FFFFFFFFFFFFFFFF
IE 0x08000040 46, Close tab 645 46464646 FFFFFEEEEFFFFFFF
S 0x08000050 46+ Close other tabs 646 3030323A FFFFFFFFFEA. : 200
(idelW 0x08000060 300 Option bytes Ctri+B 646 46464646 08000FFFFFFFFFFF
all 0x08000070 45 Eil memory Culsm 646 46464646  FEEEEFFFFFFFFFFF
Log plank check cutet Live Update Verbosity level (@ 1 2 3

Compare memory with file Ctrl+T

Fruis aamy T
15:06:02 : Size :512
15:06:02: Address (O
15:06:02 : Erasing memory

Compare two files Ctri+F é

il Address | OxE000000 ~ Size | 0x200 Datawidth | 32-bit = Find Data ox

Addrass 0 4 8 4 ascy  Read
0x08000000 3032303A 30303030 30383034 04324630 : 020000040800F2 . Save As ..

0x08000010 30303234 30303630 41414130 30303041 : 200060004444000 Verify
0x08000020 46464630 46464646 46464646 46464646 OFFFFFFFFFFFFFFF pdd

Address
0x08000030 4646464 4646464 1646464 4646464 FFFFFFFFFFFFFFFF

0x08000040 46464646 45454546 46464645 46464646 FFFFFEEEEFFFFFFF Compare memary with file
0x08000050 46464646 46464646 04413646 3030323a FFFFFFFFFGA. : 200
0x08000060 30303830 46464630 46464646 46464646 08000FFFFFFFFFFF
0x08000070 45454546 46464645 4646464 4646464 FEEEEFFFFFFFFFFF

Compare two files

Note: In addition to sub-menus to display this window, the user can open it directly by using the
key combination Ctrl+F.

)
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Example: Difference between two files of the same type and different sizes

Figure 94.

Data width: 32 bits

0740

00000001
00000021

00000105
00000001
00000000

s2-bit

FedData o

Fil; 6w | Address range: [2x§0000000 0x50000150)]

4

00000100
00000010
BIABCOEF

00000162

e
00000104

5B464753
B1080003
00000

DO0D000E
00000001
OO0
00000171
0K

c
00000003
CO0O001F
S3ABCOEF
00000001
0000001
00000271
0000001
00000004
50595243
00000080
00000004
00000000
00000000
BO0OD0A1
00000001
00000001

i et e 2 00000001

S EOOON0ED.

00000105
00000001

128.4

Ve

O |
8 14
B1080003 00000080
CO0O0006 Q0000000
00000001 00000000
000000 00000001
OD00D04 OH0O0004 00000003
SB464T53 00434150 00383231
DOOD0000 B1080240 81080003
00000009 0000003 00000100
00000 LF 00000011 00000004
0000104 OOH000001 0O0GO000
B
OO0 000171 CO000001
00000162 00000001 00000001
Live Update

OxECD00000
ONEG000010
OxEC000020
OxE0000030
OxECH00040
OxED000050
OxELD00060
OxEO000070
OxEBO00080
OxEN000090
Ox 6000040
OxEGO00080
OxEDD000CO
OxEO000000
OxEOO000ED
OxEDOO0OFD

0240
0001
0011
4567
0001
0001
0001
D00
0003
EFEL
0009
001F
0000
0105
001
0000

o123
0000
0000
0000
0000
0000
0038
0000
0000
0000
0000
0000
0000

Ona00

Data width

bt

= || Findt Data

File : 6hex| Address range: (0x60004000 1x60000100]

4 6
0003 8108
0100 0000

0010 0000
COEF  £948
0105 0000
0001
0000
0000

[ A
0080 0000
0004 0000

567 0123
0104 0O0O
0001 0000

€

AsCil

0009 0000 B..x...=..
001F 0000
CDEF  53a8

0000
0000 ...

o000 ... A}
0000
0000
5059
0000
0000
0000
0000
0000

0000

| Waming
e

rring: F

125/ B0 Waming

1 diffenence found at TwBo0s

Agdress
060000090
CE00000AD

] 2
3231 0038
0009 0000

o

po
oo
oo
po
oo

4 0
0240 B108
002 0000
0011 0000
0104 0000
0001 0000
0001 0000
0162 0000
0004 000D
4753 5846

001F  DOCO
0104 0000

0162 0000
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3

Figure 96. Data width: 8 bits

File : hex {Addeess range: [(wE0000000 £x60000100] File: 6 9.hex [Adress rangs: [0x60000000 0x60000400]

Address © 1 2 3 45 67T 8% ABCDETE asen Address 0 1 2 3 45 67T 8% ARCDET Ascn
0x60000000 40 02 08 B1 03 00 06 81 50 00 00 00 §9 00 00 00 B..zi..zeiein: 0x600000%0 31 32 35 00 40 02 0B B1 03 00 08 B1 B0 00 00 O 128.8..3...%....

00
o0

60000010 00 1 00 00 OxGO0000M0 0 00 0 00 02 00 00 00 B0 0L 00 4 04 00 00 00
DxEOB00020 01 €F i i Tw |1 00 60 o 0 00 .
BOGO0G30 00 01 00 00 ¢ 04 01 00 00 01 OO 0O O 0 00
0000040 00 01 00 00 erich 10UNd 3t DIE0000100. 0L 00 00 00 00 X 00 L
TX60000050 00 71 01 00 ¢ 01 00 00 00 71 0L 00 00 00 00 .
DBOGO00E0 00 01 00 00 ¢ 62 01 00 00 01 00 0O O 00 00 00
DA60000070 00 04 00 00 £ ! |04 00 00 00 04 00 00 00 03 00 00 OO
DxG00000E0 56 43 52 59 0C 00 00 00 53 47 46 58 50 41 43 00 31 32 38 00 .
TB0000090 Bl B0 00 00 00 28.8..x..2... |0 B0 00 00 0000 00 00 00 40 O 08 B1 03 00 08 Bl
DxB00000AD 00 04 00 00 € % |3 00 00 00 03 0O 0O 00 00 01 00 00
T GHO0008 0 00 00 00 00 F 00 00 00 11 00 00 00 04 00 00 00 .
BOO00C0. 00 00 00 00 d Waming: The sizes of the two fies are different 4 01 00 00 01 00 00 00 00 00 00 OO
BaB0000000 00 01 00 00 € 1 00 00 00 D0 DO 00 00 01 00 00 0O
DGOO000ED 00 01 00 00 100 00 00 71 0L 00 00 01 00 00 00 .
Tb00000F0 00 01 00 00 " 2 01 00 00 01 00 00 00 01 00 00 00

Verbosity level (@ 1

154654 Tiome eiapred curing the somparisen bameen Sies i GROG00001

The user can make multiple comparisons between files.

Figure 97. Multiple comparisons

Memory & File edition

Address 0x8000200 » | Size | 0x400 Data width | 32-bit « | Find Data 0x
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LiveUpdate feature

-liveUpdate checkbox

Description: When this feature is used the device memory grid is updated in real time and
the modified data are highlighted in pink.

Once the device is connected, user can check the liveUpdate checkbox, memory data are
updated in real time.

Figure 98. Live update of data

Address Size Data width Find Data

Address 0 4 8 C ASCH

0x20040000 fnn GEF 7RED5 384 4D99EGAR +...96...51 {«2.0
OxZ20040010 FBFBEE03 BO92FaGE CBFDBTO9 ELCSFOET Lo dko. " . yE-DAA

Ox 20040020 BCBFBGEDC TSCOFFTB TRFCDGE] 7S2BETDD U926 vau=00{ Yg+u

0x20040030 FTBC35D0 TOADBSFT SFGADS41 56450097 D5 .4+ "MphA, j_.YEV
0x20040040 FTABEB24 CS4CT52F FF570444 4EZ8D6T73 §. =/ uLAD . WysO(N
Ox20040050 D7FAREDL OBD0AFEC 58342014 A2E4159F ST, . dX. a8

0x20040060 FE751289 1CE200F9 BO586240 1c849aEs «.uplvd.@bxMe. ..
0x20040070 ATABBO3A 4869C32E BFB3I4412 13706118 1.« AiH.D"; . ap.
0x 20040080 B6AIBF23 OCS0FEFR IGFFBGIE B557REFD #. 50D, N, ¥EyeW,
Ox 20040090 4ETA2245 IDF1FFFE 97DC22F4 98905FDE E" {Nbyh=b"0.0_. .
Ox20040040 ETF13C0A 94E0011F GHOFOELE 0385620a -afig.Ra. . Bk.b..

0x20040080 FFABBED3 BAEEESEF 1FF7BEB2 034E363E MegTal. . 7 26N,
0x200400C0 DFFEOCS2 0340EBDT SEF792A% C2ADDIFF R.OBxeB. ¥, 2hy0 A

Verbosity level @ 1 2 3

11:04:18 ; Read progre:

3
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3 STM32CubeProgrammer command line interface
(CLI) for MCUs
3.1 Command line usage

The following sections describe how to use the STM32CubeProgrammer from the
command line. Available commands are shown in Figure 99.

Note: To launch command line interface on macOS, call
STM32CubeProgrammer.app/Contents/MacOs/bin/STM32_Programmer_CLI.

3
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Figure 99. STM32CubeProgrammer: available commands

og. —log
[<file_Path.log>]

~ub —vewbosity
" (Level>

fvailable cc

—gkipkrase
—safelib

<file_path>
<start_address>
Send_aldress>
<glic

ag, SRRy

<elf _file path>
<header_file_path>
17 ile_path>

onnect

st optio
baudrate>1
parity>]
data_bits>]
atop hics>]
ntrol>]

[noln it=noinit_hit]
onso
G/SUD debug
[h-zq (frequencyA

[inﬂe i

rialNunber>]
accessPort>1
[nude <mode

mode> 1
port optional para

[franeformat=Cual>]
[mode=<va
Inss—<yal>]
Insspulse={val>]
val>]l
oinit_bit]

[connand 11 [Argunen

Show this help
Displays the tael’s version

List all available communication interfaces
UART interface

USE_ interface

Enable quiet nade. Ko progress bar displaved
Store the detailed output in log Fi

.§TH32Pragranmer trace . log
Specify verbosity level
Uerbosity level, value in {1, 2, 33

Skip sector erase before progranming
Add a segment into a firmware file (elf.bin

hex,srec) containing conputed CRC values

To use only with the safety lib component

File path to he modifie

Flash memory start address

Flash memory end address

g of data per CRC value

Add a hinary header and a shsfu segment to an elf fil

: File path to be modified
h

Header file

SBSFU file path

Establish connection to the device

Interface identifier. ex COM1. /deu/ttysﬂ, ushi.
JTAG, SWD >

Baudrate. ex: 1152088, 9680, etc, default 115208
Parity bit, value in <NONE.ODD,EVEN}, default EUE
Data bit, value in <6, 7, 8> . default 8

Stop bit, value in €1, 1.5, 23 ..., default 1
Flow contro

Yalue in COFF,Harduave Software) .... default
Not supported for §

Set No Init bits, value in €@,13 ..., default
Enter UART cansoie mode

-l
: Fle uency Default freguencies:

QBEB SHD 9BBE JTRG with STLINKu2
24088 SWD 21333 with STLINKu3
Index of the debug probe. default index @
Serial Number of the debug probe
Access Port index to connect def auls
Gonnection mode. Ualue in {UR/HOTPLUG/NORMHL}
default mode : NORMA
t modes: SWest HUrst/C . Default mode: SWreset

Baud rate
1Edge or 2Edge. default 1Edge
Tow or high
enable or disable <B/1).
crc polynom value.
8hits16hit
Direction: ZLFtllllh\nlex/Zl.RxOnlu/lLRx/lLl'x
First Bit: MSB/LS
Frame Format: MotorolasTI
Mode: master/slave
sof t/hard
NSS pulse: Pulse-NoPulse
Delay: DelaysNoDelay, delay of i econds
8et No Init bits, value in <{@.1} ) dafault ]

parameters

[fbn=¢{fhanknb>1
oinit_hit]

Baudrate : 125. 258, 506, 16680 th_‘, default 125
GAN Mode NORMAL, LOOPBACK. ult NORMAL
fan]l.ra'[HNDRRI]

FIF01, default FIF0@
MASK or LIST. defﬂulr HASK
cal 16 o , defaul
fctivation ABLE or D]SﬂBLE default ENABLE
Bank Number to 13, default B
Init bits, value in {B8,1> ..., default 8@

optional parameter:

po

[add=<ownadd>]

[ audrate > 1
=mode >
addmode > 1
afilter>]
dfilter>]
<dnf ’lter)]
rtime>]
ftime>]

[noinit=noinit_hit]
——erase

[all]
[{sectorsCodes>]

[KIstart end1>]

it
-d. ——rlnunluatl
<file_path

[{address>1
w32
<addr
€32-bit_data>
—v. —verify
»32
<address>
<size>
-rst
—hardRst

~halt
—step

-score

—coreReg
[Kcore_register>]

[core_reg=<value>]

<file path>
xtload
b itite _path>

-
[<address>1
pdu,  ——readunprotect:
-ob.  —optionbytes
[displl
[OptByte—value>]

Slave address : a in hex format

Baudrate 188 or 4ﬂﬂ Kbps. default 488

Speed Mode STANDARD or FlIST, default PAST

Address Mode ? or 18 bits. default 7

Analog filter ENABLE or DISABLE. default ENABLE
Digital filter : ENABLE or DISABLE, default DISABLE
Digital noise filter : B to 15 detault a

Rise time : B- 1EEB'STRNDRFD) B-38BCFASTY. default B
Fall tine STANDARD), B-3BB{FAST>, default @
Set No Init h-t i3 ualuP in {8,1>

Erase memory pages/sectors device

Not supported for STM3ZMP

Erase all sectors

Erase the specified sectors identified by sectors
codes. ex: B, 1, 2 to e secto a, 1 and

Erase the specified sectors starting from

start code to end code. ex: —e [5 18]

Dounload the content of a file into device memory
File path name to be downloaded: ¢hin, hex, srec,
elf, stn32 or tsv file>
ss of download
11ntru‘ device menory

32-bit (lata to hl.- dnunloaded

values should be separated by space

Uerify if the programning operation is achieved

successfully

ead a bit data from device memory

Read start address

Size of data

Reset system

Hardware reset

fAvailable only with JTAG/SWD debug port

Halt core

Step core

fAvailahle only with JTAG/SWD debug port

Get cor

fvailahle nnlg with JTRG/SWD debug port

Read Alrite core registers
/H15/PC/LR/PQP/HSP/HP‘S]VRPSF/IPSH/EPS]V

PRIHR"'K/ERSEPRI/FQHLTHRSK/CONTR

value in case of write upmuun

Note: multiple registers be handled at once

Auailable only with JTRG/SUD debug port

Upload the device memory content to a .bin file
Start address of read and upload

Size of memory content to be read

Binary file path

Select a tom external memory-loader
External memory-loader file path

: RBun the code at the specified address.

Start addle
Renove ory’s Read Protection by shifting the RDP
level fl‘olll level 1 to leve

This command allows the user to manipulate the device
's OptionBytes hy displaying or modifying them.
This option allows the user to display the whole set
nf Option Bytes

This option allows the user to program the given
Option Byte.
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3.2

3.2.1

Note:

3

Generic commands
This section presents the set of commands supported by all STM32 MCUs.

Connect command

-c, --connect

Description: Establishes the connection to the device. This command allows the host to
open the chosen device port (UART/USB/JTAG/SWD/SPI/CAN/I2C).

Syntax: -c port=<Portname> [noinit=<noinit bit>] [options]

port=<Portname Interface identifier, ex COMXx (for Windows), /dev/ttySx for
Linux), usbx for USB interface, SPI, 12C and CAN for,
respectively, SPI, 12C and CAN interfaces.

[noinit=<noinit bit>] Set No Init bits, value in {0, 1} ..., default 0. Noinit = 1 can
be used if a previous connection is active.

e  ST-LINK options

[freg=<frequency>] Frequency (in kHz) used in connection. Default value is
4000 kHz for SWD port, and 9000 kHz for JTAG port

The entered frequency values are rounded to correspond to those supported by ST-LINK
probe.

[index=<index>] Index of the debug probe. Default index value is 0.

[sn=<serialNumber>] Serial number of the debug probe. Use this option if you need to
connect to a specific ST-LINK probe of which you know the serial
number. Do not use this option with Index option in the same
connect command.

[mode=<mode>] Connection mode. Value in {(NORMAL/UR/HOTPLUG}. Default
value is NORMAL.
Normal With "Normal” connection mode, the target is reset then halted.

The type of reset is selected using the "Reset Mode” option.

UR The "Connect Under Reset” mode enables connection to the
target using a reset vector catch before executing any
instructions. This is useful in many cases, for example when the
target contains a code that disables the JTAG/SWD pins.

HOTPLUG The "Hot Plug” mode enables connection to the target without a
halt or reset. This is useful for updating the RAM addresses or
the IP registers while the application is running.

POWERDOWN Allows to put the target in debug mode, even if the application
has not started since the target power up. The hardware reset
signal must be connected between ST-Link and the target. This
feature might be not fully effective on some boards (MB1360,
MB1319, MB1361, MB1355) with STMPS2141 power switch.
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[ap=<accessPort>]

[speed=]

Reliable
Fast

[shared]

[tepport=<Port>]

[dLPM / LPM]

[getAuthID]

Access port index. Default access port value is 0.

Connection speed. Default is Reliable.
Available only for Cortex-M33.

Allows the user to connect with a slow mode.
Allows the user to connect with a fast mode.

Enables shared mode allowing connection of two or more
instances of STM32CubeProgrammer or other debugger to the
same ST-LINK probe.

Selects the TCP Port to connect to an ST-Link Server. Shared
option must be selected. Default value is 7184.

Disable / enable the debug in Low Power mode (default
configuration is enabled for the supported devices
(STM32U5/ WB/L4 Series).

Get device identification (only for STM32U5 Series): is a 32-bit
device specific quantity that can be read though the JTAG port.
This 32-bit information is used to derive the expected OEM
password keys to unlock this specific device. This command is
not applicable when RDP level = 0 (MCU constraint).

Shared mode is supported only on Windows.
e USB options

The connection under the DFU interface supports two options, namely product and vendor
ID (default values PID = 0xDF11, VID = 0x0483).

e  SPI options

[br=<baudrate>]

Baudrate (for example 187, 375, 750), default 375

To use SPI on high speed, an infrastructure hardware must be respected to ensure the
proper connection on the bus.

[cpha=<cpha vals>]
[ecpol=<cpol val>]
[crc=<crec_vals>]
[crcpol=<crc_pol>]
[datasize=<size>]
[direction=<val>]
[firstbit=<val>]
[frameformat=<val>]
[mode=<val>]
[nss=<val>]
[nsspulse=<val>]

[delay=<val>]

1Edge or 2Edge, default 1Edge
Low or high, default low

Enable or disable (0/1), default 0
CRC polynomial value

8- or 16-bit, default 8-bit
2LFullDuplex/2LRxOnly/1LRx/1LTx
MSB/LSB, default MSB
Motorola/Tl, default Motorola
Master/slave, default master
Soft/hard, default hard
Pulse/NoPulse, default Pulse

Delay/NoDelay, default Delay

3
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e |2C options
[add=<ownadd>] Slave address: address in hex format

12C address option must be always inserted, otherwise the connection is not established.

[br=<sbaudrate>] Baudrate: 100 or 400 Kbps, default 400 Kbps.
[sm=<smode>] Speed Mode, STANDARD or FAST, default FAST.
[am=<addmode>] Address Mode: 7 or 10 bits, default 7.

[af=<afilter>] Analog filter: ENABLE or DISABLE, default ENABLE.
[df=<dfilter>] Digital filter: ENABLE or DISABLE, default DISABLE.
[dnf=<dnfilter>] Digital noise filter: 0 to 15, default 0.

[rt=<rtime>] Rise time: 0-1000 (STANDARD), 0-300 (FAST), default 0.
[ft=<ftime>] Fall time: 0-300 (STANDARD), 0-300 (FAST), default 0.

e CAN options
[br=<rbaudrate>] Baudrate: 125, 250..., default 125.

[mode=<canmode>] Mode: NORMAL, LOOPBACK..., default NORMAL.

The software must request the hardware to enter Normal mode to synchronize on the CAN
bus and start reception and transmission between the Host and the CAN device. Normal
mode is recommended.

[ide=<type>] Type: STANDARD or EXTENDED, default STANDARD
[rtr=<format>] Frame format: DATA or REMOTE, default DATA
[fifo=<afifo>] Assigned FIFO: FIFOO or FIFO1, default FIFOO
[fm=<fmode] Filter mode: MASK or LIST, default MASK
[fs=<fscale>] Filter scale: 16 or 32, default 32

[fe=<fenable>]  Activation: ENABLE or DISABLE, default ENABLE
[fbn=<fbanknb>] Filter bank number: 0 to 13, default 0

e Using UART
/STM32_Programmer.sh -c port=/dev/ttyS0 br=115200

The result of this example is shown in Figure 100.

Figure 100. Connect operation using RS232
% . J5TM32_Programmer.sh -c port=/dev/tty50 br=115200

Port configuration: parity none, baudrate = 115288, data-bit = 8

stop-bit = 1.8, flow-control = off

Chip ID: ox508
BootlLoader version: 3.1
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STM32CubeProgrammer provides the possibility to configure RTS and DTR pins:
e RTS, used as follows: rts=low
e DTR, used as follows: dtr=high

Example: STM32_Programmer_CLl.exe -c port=COM27 dtr=high (see Figure 101).

Figure 101. Enabling COM DTR pin

Port configuration: parity = even, baudrate = 115200, data-bit = B

stop-bit = 1.8, flow-control = off

8,

3
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Example using USB
/STM32_Programmer.sh -c port=usb1
The result of this example is shown in Figure 102.

Figure 102. Connect operation using USB
establizshing connection with the target device
8B speed : FULL_SPEED<1Z2HMBit~s>
anufacturer ID : 8TMicroelectronics
roduct ID : §THM32 BOOTLOADER
Berial number : 326F37683234
Firmware version t1.1a
Device ID I BxB419

AREA NAME SECT .NBR ADDRESS
Internal Flash L1a5)0) BxA8PBHAREN
apa1 AxA8PH40080
apA2 BxB8BHEBEN
apa3 AxB8P0c PR
aBA4 Bx0A881 80680
015]5 L AxA8AZ2A0080
5]5]5) BxA88480080
apa? AxAER6ARH0
L]G]5H AxB8B8ARHEN
apaYy AxA8RafBbn
a818 BxB88cBBBN
ap11 Ax08PeABHB0
Ap12 Bx081 880680
An13 Ax081 6848080
B814 Bx081 6080080
Ap15 Ax0810cHBn
Bl 6 Bx0811860680
an17? Ax081200080
Ap18 Bx081 480680
an1e AxA81600080
ap2A Bx081880680
an21 Ax081a00080
ap22 Bx081cBBH8H
an23 Bx081 0000
Option Bytes [G]5]5]5] Bx1fffcBBA
apa1 Bx1ffecBdd
OTP Memory L1a5)0) Bx1ffF7860
apa1 Bx1fff7aln
Device Feature 515]5]5) Bxf fffA080
Note: When using a USB interface, all the configuration parameters (for example baud rate, parity,

3

data-bits, frequency, index) are ignored. To connect using a UART interface the port
configuration (baudrate, parity, data-bits, stopbits and flow-control) must have a valid

combination, depending on the used device.

Example using DFU IAP/USBx options

/STM32_Programmer.sh -c port=usb1 pid=0xA38F vid=0x0438

The result of this example is shown in Figure 103.
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Figure 103. Connect operation using USB DFU options

BN CAWindows\System32icmd.exe

C:\Program Files icroelectronics\STM32Cube\STM32CubeProgrammeriv2.6.8 \bin>STM32_Programmer_CLI.exe -c port=usbl

: Full Speed (12MBit/
: STMicroelectronics
c : DFU Mode
SN : 386934663235
Fll version : @x@lla
IAP

C:\Program Files\STMicroelectronics\STM32Cube\STM32CubeProgrammeri\v2.6.8-A65\bin>

The default value of product ID and vendor ID are ST products values (PID = O0xDF 11,
VID = 0x0483).
Example using JTAG/SWD debug port

To connect using port connection mode with ST-LINK probe it is necessary to mention the
port name with at least the connect command (for example: -c port=JTAG).

Make sure that the device being used contains a JTAG debug port when trying to connect
through the JTAG.

There are other parameters used in connection with JTAG/SWD debug ports that have
default values (see the Help menu of the tool for more information about default values).

The example below shows a connection example with an STM32 with device ID 0x415.

Figure 104. Connect operation using SWD debug port

Al AETMIZLAT5 00 B TNIZ LA 76000 S THIZ LABG 20

Device tupe =
Device CPU @ Cortex—M4

The corresponding command line for this example is —c port=SWD freq=3900 ap=0

3
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In the connect command (-c port=SWD freq=3900 ap=0)
e  The <port> parameter is mandatory.

e Theindex is not mentioned in the command line. The Index parameter takes the default
value 0.

e The frequency entered is 3900 kHz, however the connection is established with
4000 kHz. This is due to the fact that ST-LINK probe has fixed values with SWD and
JTAG debug ports.

e  ST-LINK v2/v2.1

—  SWD (4000, 1800, 950, 480, 240, 125, 100, 50, 25, 15, 5) kHz

— JTAG (9000, 4500, 2250, 1125, 562, 281, 140) kHz
e ST-LINK V3

—  SWD (24000, 8000, 3300, 1000, 200, 50, 5)

- JTAG (21333, 16000, 12000, 8000, 1777, 750)
If the value entered does not correspond to any of these values, the next highest one is
considered. Default frequency values are:

—  SWD: STLinkV2: 4000 kHz, STLinkV3: 24000 kHz

— JTAG: STLinkV2: 9000 kHz, STLinkV3: 21333 kHz
JTAG frequency selection is only supported with ST-LINK firmware versions from V2J23
onward.
To connect to access port 0 the ap parameter is used in this example, so any command
used after the connect command is established through the selected access port.

The ST-LINK probe firmware version is shown when connecting to the device. Make sure
that you have the latest version of ST-LINK firmware V2J28M17 (STSW-LINKO0O7), available
on www.st.com.

Example using SPI
STM32 Programmer CLI -c port=SPI br=375 cpha=ledge cpol=low

The result of this example is shown in Figure 105.

Figure 105. Connect operation using SPI port

AT-LINK FW : U3J1iH1
o Lt age : B.BB
qg * GEEEE KH:

Deuvice

Make sure that the device being used supports a SPI bootloader when trying to connect
through the SPI.

There are other parameters used in connection with SPI port that have default values, and
some others must have specific values (see the help menu of the tool for more information).
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Example using CAN

STM32 Programmer CLI -c port=CAN br=125 fifo=fifo0 fm=mask £s=32
fe=enable fbn=2

The result of this example is shown in Figure 106.

Figure 106. Connect operation using CAN port

ST-LINK FW = U3JiH1
: @.8ay
: 4B HH=
: 125 Khps

e 1D
= T
e HCU
CFU Cortex—H4

Not all devices implement this feature, make sure the one you are using supports a CAN
bootloader.

There are other parameters used in connection with CAN port that have default values and
some others must have specific values (see the help menu of the tool for more information).

Example using 12C
STM32 Programmer CLI -c port=I2C add=0x38 br=400 sm=fast

In the connect command:

e  The parameter <add> changes from a device to another, refer to AN2606 to extract the
correct one. In this case, the STM32F42xxx has a bootloader address equal to 0x38.

e  The baudrate parameter <br> depends directly upon the speed mode parameter <sm>,
for example, if sm = standard then the baudrate does not support the value 400.

The result of this example is shown in Figure 107.

Figure 107. Connect operation using 12C port

ST-LINK FW
o ltage

: STMIZF42x000/Fd 3
Device type @ MCU
Device CPU @ Cortex—H4

For each 12C connection operation the address parameter is mandatory.

Not all devices implement this feature, make sure that the device supports an I12C
bootloader.

There are other parameters used in connection with 12C port that have default values and
some others must have specific values (see the help menu of the tool for more information).
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Note: For the parallel programming of more than one STM32 device using multiple instances of
STM32CubeProgrammer, it is mandatory to add the serial number of each device in the
suitable instance, as shown in the following example:

e  “—c port=swd/usb sn=SN1” (instance 1 of STM32CubeProgrammer)
e  “—c port=swd/usb sn=SN2” (instance 2 of STM32CubeProgrammer)
e  “—c port=swd/usb sn=SN3” (instance 3 of STM32CubeProgrammer)

3.2.2 Erase command

-e, --erase

Description: According to the given arguments, this command can be used to erase
specific sectors or the whole flash memory. This operation can take a second or more to
complete, depending on the involved size.

Syntax:
[all] Erase all sectors. EEPROM area is excluded.

[<sectorsCodes>] Erase the sectors identified by codes (for example 0, 1, 2 to erase
sectors 0, 1 and 2). For EEPROM: ed1 & ed2.

[<[start end]>] Erase the specified sectors starting from start code to end code,
for example -e [5 10].

Example
./STM32 Programmer.sh --connect port=/dev/ttyS0 -e 2 4
This command erases only sectors 2 and 4.

Note: In the case of multiplicity of external loaders, the first selected is the one that will be taken
into account during erasing of the external memory.

3.2.3 Download command

-w, --write, -d, --download

Description: Downloads the content of the specified binary file into the memory of the
device. The download operation is preceded by the erase operation. A write address is
needed to download binary files.

Syntax: -w <file path> [start address]
[file path] Path of the file to be downloaded

[start_address] Startaddress of download
Example
-c port=COM4 -w RefSMI MDK/All Flash 0x1234 256K.bin 0x08008000

This command programs the binary file “All_Flash_0x1234_256K.bin” at address
0x08008000.

The result of this example is shown in Figure 108.

3
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Figure 108. Download operation

serial Port COM4 is successfully opened.

Port configuration: par none, bauwdrate = 115208, data—hit = 8,
top~hit = 1.8, flow-control = off

ctivating device: 0K

hip ID: Bx458

BootLoader» version: 3.1

emory Programming

File : RefSMI_MDK/A11l_Flash_@x1234_256K.bhin

Size : 262144 Bytes
Address : BxOBOBEBAB

Jownload in Progress:
ile download complete

Time elapsed during the download operation is: B8:81:86.
Press (RETURM> to close this window...

To verify that the download has been successful, call the verify option (-v or —verify) just
after the write command, otherwise the verify option is ignored.

Download 32-bit data command
-w32

Description: Downloads the specified 32-bit data into flash memory starting from a
specified address.

Syntax: -w32 <start address> <32 data bits>

<start address> Start address of download.

<32 data Bits> 32 data bits to be downloaded. Data must be separated by escape.

Example

./STM32 Programmer.sh -c port=/dev/ttyS0 br=9600 -w32 0x08000000
0x12345678 OxAABBCCFF 0x12AB34CD -verify

This command makes it possible to write the 32 data bits (0x12345678, 0OxAABBCCFF,
0x12AB34CD) into the flash memory starting from address 0x08000000.

Download 64-bit data command

-w64

Description: Downloads the specified 64-bit data into a destination address.

Syntax: -w64 <start address> <64-bit data>

<start address> Start address of download.

<64 data Bits>  64-bit data to be downloaded. Data must be separated by escape.

Example:
/STM32 Programmer CLI.exe -c port=swd -w64 0x08000000 0x12345678AABBCCFF
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3.2.6 Read command

-r, --read, -u, --upload

Description: Reads and uploads the device memory content into a specified binary file
starting from a specified address.

Syntax: --upload <start address> <size> <file path>

<start_address> Start address of read.

<gize> Size of memory content to be read.
<file path> Binary file path to upload the memory content.
Example

./STM32 Programmer.sh -c port=/dev/ttyS0 br=9600 --upload
0x20007000 2000 “/local/ benayedh/Binaries/read2000.bin”

This command makes it possible to read 2000 bytes, starting from address 0x20007000,
and uploads the content to a binary file “local/benayedh/Binaries/read2000.bin”

-r32
Description: Read 32-bit data memory.

Syntax: -r32 <start address> <size>

<start address> Start address of read.

<size> Size of memory content to be read.

Example

./STM32 Programmer.sh -c port=SWD -r32 0x08000000 0x100

3
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Figure 109. Read 32-bit operation

@exese000AR :
Bex080000BE :
pexeseeeRce :
@oxeseeeeDa :
BExXOEEOERED :
Bex0BEEERFE :

8x20008600
0xe8005AAA
exeooooeoe
@xe8ee5ADD
exeseaseen
@xegeaseen
@x@80e5AFS

exe8ee6BA9
exeseasabD
2x00000000
Bx00000000
exo8easeeD
exegfeeseeD
@x02005AF9
@xa8883ADD
Bxe8ea3B2D
exeseaseeD
exesea4689
Bx888a5AF9
exegeaseeD
exesea4aaB
exegeasgeD
Bx888a5AF9

Bxe8e85ADD

exeseasseD
OxX@B80O5AF9
0x@8005AF9
0xe8003AF1
BxbEBasBeD
exe80a5BBE
exBERa5AF9
exBEea469F
BxBEeasBeD
BxBERa5AF9
exeEeasgeD
exeEaaseeD

Bxe88e85ADD
gxo0000000
Bx08005ADD
Bx@BOBG6EES
BxB80085AF9
PxOBRASAF9
2x0BOO3ABO
Bx0B003EAS
BxB8easeaD
PxE808SABE
exeseaseaD
Bxe8easeaD
Bxe8easeaD
BxB8885AF9
BxB8BB5AF9
Bxe8easeaD

The maximum size allowed with the —r32 command is 32 Kbytes.

Start command

-g, --go, -s, --start

Description: This command enables execution of the device memory starting from the
specified address.

Syntax: - -start [start address]

[start address] Startaddress of application to be executed.

Example

./STM32 Programmer.sh --connect port=/dev/ttyS0 br=9600 --start

0x08000000

This command runs the code specified at 0x08000000.

Debug commands

The following commands are available only with the JTAG/SWD debug port.

-rst

Description: Executes a software system reset;

Syntax: -rst

-hardRst

Description: Generates a hardware reset through the RESET pin in the debug connector.

The RESET pin of the JTAG connector (pin 15) must be connected to the device reset pin.

Syntax: -hardRst

UM2237 Rev 19
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-halt
Description: Halts the core.
Syntax: -halt
-step
Description: Executes one instruction.
Syntax: -step
-score
Description: Displays the Cortex-M core status.
The core status can be one of the following: "Running”, "Halted”, "Locked up”, "Reset”,
"Locked up” or "Kept under reset”
Syntax: -score
-coreReg
Description: Read/write Cortex-M core registers. The core is halted before a read/write
operation.
Syntax: -coreReg [<core registers]
RO/../R15/PC/LR/PSP/MSP/XPSR/APSR/IPSR/EPSR/PRIMASK/BASEPRI/
FAULTMASK/CONTROL
[core reg=<value>]:The value to write in the core register for a write operation. Multiple
registers can be handled at once.
Example
-coreReg This command displays the current values of the core registers.
-coreReg RO RS8 This command displays the current values of RO and R8.
-coreReg R0=5 R8=10 This command modifies the values of RO and R8.

3.2.9 List command

3

-1, -list

Description: This command lists all available UART, DFU and STLink interfaces.
Syntax: -1, --list

Example

./STM32 Programmer.sh --list

The result of this example is shown in Figure 110.
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Figure 110. List of available serial ports

5TM32 dewvice in DFU mode connected

Connected ST-LINK Probes

5T-Link Probe 8 :
- .

Total number of serial ports available: 2

Port: COM47Y

Location: \\.\COM47

Description: STMicroelectronics STLink Virtual COM Port
Manufacturer: STMicroelectronics

Port: COM3

Location: \\.\COM3

Description: Intel(R) Active Management Technology - SOL
Manufacturer: Intel

QuietMode command

-q, --quietMode

Description: This command disables the progress bar display during download and read
commands.

Syntax: -q, --quietMode
Example

./STM32 Programmer.sh -c port=/dev/ttyS0 br=115200 -quietMode -w
binaryPath.bin 0x08000000

3
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3.2.11 Verbosity command

-vb, --verbosity

Description: This command makes it possible to display more messages, to be more
verbose.

Syntax: -vb <level>

<level> :Verbosity level, value in {1, 2, 3} default value vb=1

Example

./STM32 Programmer.sh -c port=/dev/ttyS0 br=115200 -vb 3

The result of this example is shown in Figure 111.

Figure 111. Verbosity command

S ./STM3Z2_Programmer.sh -c port=/dev/ttyS® br=115280 -vb 3

Port configuration: parity none, baudrate = 115200, data-bit
stop-bit 1.8, flow-control = off

Chip ID: 0x508

BootlLoader version: 3.1

3

UM2237 Rev 19 99/145




STM32CubeProgrammer command line interface (CLI) for MCUs UM2237

3.2.12

100/145

Log command

-log, --log

Description: This traceability command makes it possible to store the whole traffic (with
maximum verbosity level) into a log file.

Syntax: -log [filePath.log]

[filePath.log] Path of log file, default is SHOME/.STM32CubeProgrammer/trace.log.

Example
./STM32 Programmer.sh -c port=/dev/ttyS0 br=115200 -log trace.log

The result of this example is shown in Figure 112.

Figure 112. Log command
$ ./5TM32_Programmer.sh -c port=/dev/ttys® br=1152080 -log trace.log

Log output file: trace.log

Port configuration: parity = none, baudrate = 115208, data-bit = 8,
stop-bit 1.8, flow-control = off

Chip ID: 0x5600
BootlLoader version: 3.1

The log file trace.log contains verbose messages, as shown in Figure 113.

Figure 113. Log file content

16:41:19:345

Log ocutput file: trace.log

16:41:19:368 Serial Port /dev/tty30 is successfully opened.

16:41:15:368 Port configuration: parity = none, baudrate = 115200, data-bit = 8,
stop-bit = 1.0, flow-control = off

16:41:19:368 Sending init command:

16:41:159:368 byte Ox7F =ent successfully to target

16:41:19:36%9 Received response from target: 0x79

16:41:19:369 Activating dewvice: OE

16:41:19:36% Sending GetID command and its XOE:

16:41:19:369 byte 0x02 sent successfully to target

16:41:19:369 byte O0xXFD sent successfully to target

16:41:19:370 Received response from target: 0x79

16:41:19:370 Received response from target: 0x01050072

16:41:19:370 Chip ID: O0x500

16:41:19:370 Sending Get command and its HOR:

16:41:159:370 byte 0x00 =zent successfully to target

16:41:19:370 byte OxFF =zent successfully to target

16:41:19:371 Received response from target: 0x789

16:41:159:371 Received response from target: 0x07

16:41:19:371 Received response from target: 0x07310001020311213179

16:41:19:371 BootLoader wersion: 3.1

3
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3.2.13 External loader command
-el
Description: This command allows the path of one or more external memory loaders to be
entered, to perform programming, write, erase and read operations with an external
memory.
Syntax: -el [externalloaderFilePathl.stldr] Absolute path of external loader file.
-el [externalloaderFilePathl.stldr]... -el
[externalloaderFilePathl0.stldr] Absolute path of external loader files.
Example 1:
./STM32 Programmer.sh -c port=swd -w “file.bin” 0x90000000 -v -el
“/local/user/externallLoaderPath.stldr”
Example 2:
./STM32 Programmer.sh -c port=swd -e all -el
“/local/user/externallLoaderPath.stldr”
Example 3:
./STM32 Programmer.sh -c port=swd -w “file.bin” 0x90000000 -v -el
“/local/user/externallLoaderPathl.stldr”
“/local/user/externallLoaderPath2.stldr”

Note: This command is only supported with SWD/JTAG ports.

Note: A maximum of ten external loaders can be used.

3.214 External loader command with bootloader interface
-elbl
Description: This command allows to provide the path of an external memory loader used
to perform programming, write, erase and read operations with an external memory using
bootloader interface (only in RSS/RSSe context). This command is used only when
performing SFIx process.
Syntax: -elbl [externallLoaderFilePath.stldr] Absolute path of external loader
file.
Example 1:
>STM32 Programmer CLI.exe -c port=usbl -elbl MX25LM51245G STM32L552E-EVAL-
SFIX-BL.stldr -sfi out.sfix hsm=0 license.bin -rsse
RSSe\L5\enc signed RSSe sfi jtag.bin

Note: This command is only supported with bootloader interface (UART/I2C/SPI/USB).

3

External loader for SFix

The external loader for SFIx operation is aligned with the RSSe_SFI_CallNsFunction, as a
result, all the functions used inside the external loader must have the same signature of this
function.
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rsse_sfi_ns_call_t

rsse_sfi_ns_call_t description in C coding language

typadaf uint32 t (*rsss sfi n= call t) (void * input param);

As a consequence the implementation of these function inside the external loader must be
slightly modified to be synchronized with input parameters.

Example of Sector erase function after modification:

Feaplnlompilation int Sectorbrass (uintidd t *params)
{

int result = 0;

uint32_t Blockhddr:

uint32 t EraseStarchddress = params[0];

uinti2 t EraseEndiddress = parama([l]:

Read unprotect command

-rdu, --readunprotect

Description: This command removes the memory read protection by changing the RDP
level from level 1 to level 0.

Syntax: --readunprotect
Example

./STM32 Programmer.sh -c port=swd -rdu

TZ regression command

-tzenreg, --tzenregression

Description: This command removes TrustZone protection by disabling TZEN from 1 to 0.
Syntax: - -tzenregression

Example

./STM32 Programmer.sh -c port=usbl -tzenreg

This command is only supported for bootloader interface and MCUs with trusted zone.

Option bytes command

-ob, --optionbytes

Description: This command allows the user to manipulate the device option bytes by
displaying or modifying them.

Syntax: -ob [displ] / -ob [OptByte=<value>]

[displ]: Allows the user to display the whole set of option bytes.

3
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[OptByte=<value>]: Allows the user to program the given option byte.
Example
./STM32 Programmer.sh -c port=swd -ob rdp=0x0 -ob displ

For more information about the device option bytes, refer to the dedicated section in the
programming manual and reference manual, both available on www.st.com.

Safety lib command

-sl, --safelib

Description: This command allows a firmware file to be modified by adding a load area
(segment) containing the computed CRC values of the user program.

Supported formats: bin, elf, hex and Srec.

Syntax: -s1 <file path> <start address> <end address> <slice size>

<file path> The file path (bin, elf, hex or Srec)

<start address> Flash memory start address

<end address> Flash memory end address
<slice size> Size of data per CRC value
Example

STM32 Programmer CLI.exe -sl TestCRC.axf 0x8000000 0x8010000 0x400

The result is shown in Figure 114.

Figure 114. Safety lib command

GC:%bhin>STH32_Programmer_CLI .exe —s1 TestCRC.axf Ox8000080 Bx80180800 BAx480

Warning: The ELF file will bhe overwritten
CRCz area injected succesfully
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The flash program memory is divided into slices, whose size is given as a parameter to the
safety lib command as shown in the example above. For each slice a CRC value is
computed and placed in the CRC area. The CRC area is placed at the end of the memory,
as shown in Figure 115.

Figure 115. Flash memory mapping

J—

CRC area —

— Flash memory

Program area —

MSv48697V1.

The address and size of the CRCs area are determined as follows:
CRCs_Area_Size = Flash_Size / Slice_Size * 4 bytes
CRCs_Start_Address = Flash_End_Address - CRCs_Area_Size

3
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The CRC values in the CRC area are placed according to the position(s) of the user
program in the flash memory, see Figure 116.

Figure 116. Flash memory mapping example

— —_

CRC 3
CRC area — CRC 2

CRC 1

User program 3

— Flash memory

Program area —
User program 2

User program 1

MSv48698V1.

The address of a CRCs region inside the CRCs area is calculated as:

UserProg_Start_Address — Flash_Start Address
Slice_Size

@ = CRCs_Start_Address +( 4 bytes)
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Secure programming SFl specific commands

Secure firmware install (SF1) is a feature supporting secure firmware flashing, available on
some STM32 devices. The firmware provider has the possibility to protect its internal
firmware against any illegal access, and to control the number of devices that can be
programmed.

The protected firmware installation can be performed using different communication
channels, such as JTAG/SWD or bootloader interfaces (UART, SPI and USB). For more
details refer to AN5054.

-sfi, --sfi
Description: Programs an sfi file

Syntax: -sfi [<protocol=Ptype>] <.sfi file path> [hsm=0]|1]
<lic_path|slot=slotID> [<licMod path>|slot=slotID]

[<protocol=Ptype>] Protocol type to be used: static/live (only static
protocol is supported so far), default: static.
<file path> Path of sfi file to be programmed.
[hsm=0|1] Sets user option for HSM use value
{0 (do not use HSM), 1 (use HSM)}, default: hsm = 0.
<lic_path|slot=slotID> Path to the SFI license file (if hsm = 0) or

reader slot ID if HSM is used (hsm = 1).

[<licMod path>|slot=slotID] List of the integrated SMI license files paths if HSM is
not used (hsm = 0), or readers slot IDs list if HSM is
used (hsm =1).

Used only in combined case, the list order must
correspond to the modules integration order within
the SFl file.

-rsse, --rsse

Description: This command allows the user to select the root secure services extension
library (RSSe). Mandatory for devices using RSSe to make secure firmware install (SFI).
The RSSe binary file can be found in STM32CubeProgrammer bin/RSSe folder.

Syntax: -rsse <file path>
<file path> Path of RSSe file
-a, --abort

Description: This command allows the user to clean a not properly finished process. The
currently ongoing operation stops and the system returns to idle state.

Syntax: -a

Secure programming SFIx specific commands

Secure firmware install (SFIx) is a feature supporting secure external firmware flashing,
available on some STM32 devices with OTFDEC capability. The firmware provider has the
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possibility to protect its external firmware/data against any illegal access, and to control the
number of devices that can be programmed.

The SFIx secure programming can be carried out only with JTAG/SWD interface. For more

details refer to AN5054.

-sfi, --sfi

Description: Programs an sfix file

Syntax: -sfi [<protocol=Ptype>] <.sfix file path> [hsm=0]|1]

<lic path|slot=slotID> [<licMod path>|slot=slotID]

[<protocol=Ptype>] Protocol type to be used: static/live (only static
protocol is supported so far), default: static.

<file path> Path of sfi file to be programmed.

[hsm=0 | 1] Sets user option for HSM use value
{0 (do not use HSM), 1 (use HSM)}, default: hsm = 0.

<lic path|slot=slotID> Path to the SFl license file (if hsm = 0) or
reader slot ID if HSM is used (hsm = 1).

[<licMod path>|slot=slotID] List of the integrated SMI license file paths if HSM is
not used (hsm = 0) or readers slot IDs list if HSM is
used (hsm = 1).
Used only in combined case, the list order must
correspond to modules integration order within the
SFl file.

-elbl --extload  Selects a custom external memory-loader, only for the JTAG/SWD

interfaces

<file path> External memory-loader file path

-elbl --extloadbl Selects a custom external memory-loader for the bootloader interface

<file path> External memory-loader file path

-rsse, --rsse

Description: This command allows the user to select the root secure services extension

library (RSSe). Mandatory for devices using RSSe to make secure firmware install (SFI).

The RSSe binary file can be found in STM32CubeProgrammer bin/RSSe folder.

Syntax: -rsse <file path>

<file path> Path of RSSe file

-a, --abort

Description: This command allows the user to clean a not properly finished process. The

ongoing operation stops and the system returns to idle state.

Syntax: -a

Note: The ExternallLoader is different for SFIx use case, as some initializations are already done

3

by RSS, and it is marked with —SFIX at the end of the External FlashLoader name.
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HSM related commands

To control the number of devices that can be programmed ST offers a secure firmware
flashing service based on HSM (hardware secure module) as a license generation tool to be
deployed in the programming house.

Two HSM versions are available:

e HSMv1: static HSM, it allows the user to generate firmware licenses for STM32 secure
programming of devices selected in advance.

e  HSMv2: dynamic HSM, it is an updated ve.rsion of the previous one, allows the
generation of firmware licenses targeting STM32 secure programming of devices
chosen via personalization data at the OEM site.

Before using the HSM, it must be programmed using Trusted Package Creator, this tool can
program both versions with some specific input configurations, as detailed in UM2238. For
more details refer to AN5054.

-hsmgetinfo
Description: Reads the HSM available information

Syntax: -hsmgetinfo [slot=<SlotID>]

[slot=<SlotID>] Slot ID of the smart card reader
Default value: slot = 1 (the PC integrated SC reader)

-hsmgetcounter
Description: Reads the current value of the license counter

Syntax: -hsmgetcounter [slot=<SlotID>]

[slot=<SlotID>] Slot ID of the smart card reader
Default value: slot = 1 (the PC integrated SC reader)

-hsmgetfwid
Description: Reads the Firmware/Module identifier

Syntax: -hsmgetfwid [slot=<SlotID>]

[slot=<SlotID>] Slot ID of the smart card reader
Default value: slot = 1 (the PC integrated SC reader)

-hsmgetstatus
Description: Reads the current card life-cycle state

Syntax: -hsmgetstatus [slot=<SlotID>]

[slot=<SlotID>] Slot ID of the smart card reader
Default value: slott = 1 (the PC integrated SC reader)

3
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-hsmgetlicense
Description: Gets a license for the current chip if counter is not null
Syntax: -hsmgetlicense <file path> [slot=<SlotID>] [protocol=<Ptype>]
<file path> File path into where the received license is stored
[slot=<SlotID>] Slot ID of the smart card reader
Default value: slot = 1 (the PC integrated SC reader)
[<protocol=Ptype>] Protocol type to be used: static/live
Only static protocol is supported so far
Default value: static
-hsmgetlicensefromcertifbin, -hsmglfcb
Description: Gets a license for the current certificate binary file if counter is not null.
Syntax: -hsmglfcb <certif file path.bin> <license file path.bin>
[slot=<SlotID>] [protocol=<Ptype>]
<certif file path.bin> File path from which the input certificate is read.
<license file path.bin> File path where the received license is stored
[slot=<SlotID>] Slot ID of the smart card reader.
Default value: slot = 1 (the PC integrated SC reader)
3.2.22 STM32WB specific commands

3

-antirollback

Description: Perform the antirollback operation
Syntax: -antirollback

-startfus

Description: Start the FUS

Syntax: -startfus

-getuid64

Description: Read the device unique identifier (UID)

Syntax: -getuidé4

-fusgetstate
Description: Read the FUS state

Syntax: -fusgetstate

-fusopgetversion

Description: Read the FUS o//perator version

UM2237 Rev 19
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Syntax: - fusgetversion

FUS Operator version is not available via bootloader interfaces.

-fwdelete

Description: Delete the BLE stack firmware

Syntax: - fwdelete

-fwupgrade
Description: Upgrade of BLE stack firmware or FUS firmware.

Syntax: - fwupgrade <file path> <address> [firstinstall=0]1]
[startstack=0]|1] [-v]

<file path> New firmware image file path
<address> Start address of download

[firstinstall=0|1] 1 for the first installation, otherwise 0
Optional, default value firstinstall=0

[-v] Verify if the download operation is completed successfully
before starting the upgrade

-startwirelessstack

Description: Start the wireless stack

Syntax: -startwirelessstack

-authkeyupdate
Description: Authentication key update

Syntax: -authkeyupdate <file path>

<file path> Authentication key file path.
This is the public key generated by STM32TrustedPackageCreator
when signing the firmware using -sign command.

-authkeylock
Description: Authentication key lock

Once locked, it is no longer possible to change it using -authkeyupdate command

Syntax: -authkeylock

-wusrkey

For more information about the customer key storage, refer to already cited AN5185.
Syntax: -wusrkey <file path> <keytype=1|2|3>

<file.path>: customer key in binary format

<keytype=1|2|3>: User key type values: 1 (simple), 2 (master) or 3 (encrypted)
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-startwirelessstack

Description: Starts the wireless stack

Syntax: -startwirelessstack

Note: These commands are available only through SWD, USB DFU and UART interfaces.

Note: Under Reset mode is mandatory.

Usage example for SWD interface

e FUS upgrade:
STM32 Programmer CLI.exe -c port=swd mode=UR -ob nSWboot0=0
nbootl=1 nboot0=1 -fwupgrade stm32wb5x FUS fw.bin 0x080ECO000
firstinstall=1

e  Stack install:
STM32 Programmer CLI.exe -c port=swd mode=UR -ob nSWboot0=0
nbootl=1 nboot0=1 -fwupgrade stm32wb5x BLE Stack fw.bin
0x080EC000

e  User application install:
STM32_ Programmer CLI.exe -c port=swd mode=UR -d
UserApplication.bin 0x08000000 -v

Note: -antirollback command is available starting from FUS v1.2.0.

3.2.23 Serial wire viewer (SWV) command

-SWV

Description: This command allows the user to access the serial wire viewer console mode,
which displays the printf data sent from the target through SWO.

In this mode (see Figure 117) the user can start and stop the reception of the SWO data by
pressing, respectively, the “R” and “S” buttons on the keyboard. The received SWO data are
displayed in the console. Pressing the “E” button allows the user to exit the serial wire
viewer console mode and to terminate the reception session.

3
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Figure 117. SWV command

B CAOH\Ot5.14. 1\ Tools\Qt Creator\bin'\gtcreator_process_stub.exe - O *

name :

ize : 1 MBytes
type : MCU
CPU : Cortex-Me+/M4

Syntax: swv <freqg=<frequency>> <portnumber=0-32> [<file Path.log>]

<freg=<frequency>> System clock frequency in MHz.
<portnumber=0-31|all> ITM port number, values: 0-31, or “all” for all ports.

[<file Path.log>] Path of the SWV log file (optional). If not specified default is:
“$USER_HOME/STMicroelectronics/STM32Programmer
/SWV_Log/swv.log”

Example:

STM32 Programmer CLI.exe -c port=swd -swv freq=32 portnumber=0
C:\Users\ST\swvLog\example.log

The serial wire viewer is available only through SWD interface.

Some SWV bytes can be lost during transfer due to ST-LINK hardware buffer size limitation.

Specific commands for STM32WL

Before performing the encrypted firmware installation, set the device in its default status, i.e.
with security disabled (ESE = 0x0), and all the option bytes at their default values.

STM32CubeProgrammer allows the user to perform these steps using two command lines:

3
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dsecurity: allows the user to disable security.
Example:
STM32 Programmer CLI.exe -c port=swd mode=hotplug -dsecurity

setdefaultob: this command allows the user to configure option bytes to their
default values.

Example:
STM32 Programmer CLI.exe -c port=swd mode=hotplug -setdefaultob

-ob unlockchip: this command allows the user to unlock the device if bad option
bytes are programmed.

Example:

STM32 Programmer CLI.exe -c port=swd -ob unlockchip

Figure 118. Output of unlockchip command

- -

Windows\System3icmd.exe o s

Unlockchip command is available only for STLink connection.
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After the execution of these commands, go through a power OFF / power ON sequence.
These two commands allow the user to unlock the board in case of inability to change option
bytes using the usual method.

Figure 119 and Figure 120 show the results of these command lines.

Figure 119. Disable security

EN C\Windows\System32\cmd.exe

TMicroelectronics\STM32Cube\STM32CubeProgrammer

: Cortex-M4

Security

3

UM2237 Rev 19




UM2237 STM32CubeProgrammer command line interface (CLI) for MCUs
Figure 120. Configure option bytes to their default values
EN C\Windows\System32\cmd.exe - m} X
2Cube\STM32CubeProgrammer\v2.6.8 \bin>STM32_Programmer_CLI.exe -c port=swd
MCU
: Cortex-M4
C:\Program Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\v2.6.8-A85\bin>
If the user locks the board and is unable to unlock it with these two commands, there are
specific scripts to unlock it. These scripts are under “../bin/STM32WLScripts”, they contain a
command line using —wdbg option to write directly scripts in the OPTR register.
The folder STM32Scripts contains two files and the Readme.txt:
1. “SetRDPLevelCMO0.bat” to unlock the board via Cortex MO+
2. “SetRDPLevelCM4.bat” to unlock the board via Cortex M4
Note: If SFI command finishes with a fail, the STM32WL chip must be set in its default status using
the disable security command line (-dsecurity), then the set default option byte command
line (-setdefaultob).
3.2.25 SigFox credential commands

3

These commands are supported only for STM32WL devices.

-ssigfoxc

Description: This command allows to user to save the chip certificate to a binary file.
Syntax: -ssigfoxc <binary file path>

Example: STM32_Programmer_CLI.exe -¢ port=swd -ssigfoxc “/local/user/chip_certif.bin”
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Figure 121. Example of -ssigfoxc command

MCU
Cortex-M4

-wsigfoxc

Description: This command allows to user to write the chip certificate at address
0x0803E500

Syntax: -wsigfoxc <binary file path> <address> [The address is optional, by
default is 0x0803E500]

Example 1: STM32_Programmer_CLI.exe -c port=swd -wsigfoxc
“/local/user/sigfox_data.bin”0x0803E500

Figure 122. Example 1 of -wsigfoxc command

SigFox credential file : C:\SOFT_DOCS\KmsCredentials\sigfox data.bin

Memory Programming ...

Opening and parsing file: sigfox_data.bin
File : sigfox_data.bin
Size : 48 Bytes
Address : @x0803E500

Erasing memory corresponding to segment @:
Erasing internal memory sector 31
Download in Progress:
100%

Time elapsed during download operation: @

100%

3
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Example 2: STM32_Programmer_CLl.exe -c port=swd -wsigfoxc “/local/user/sigfox_data.h”

Figure 123. Example 2 of -wsigfoxc command

SigFox credential file : C:\SOFT_DOCS\KmsCredentials\sigfox_data.h

Memory Programming ...

Opening and parsing file: Sigfox EmbKey.bin
File : Sigfox_EmbKey.bin
Size : 592 Bytes
Address : @x0803E500

Erasing memory corresponding to segment @:
Erasing internal memory sector 31
Download in Progress:
100%

Time elapsed during download operation: 00:00:00.

100%

Register viewer
-regdump
Description: Reads and dumps core and MCU registers

Syntax: -regdump <file path.log> [choice=<number>]
<file_path.log> Log file path
[choice=<number>]  Device number from the list of compatible devices (optional).

This list is displayed if the command is performed without this
optional argument.

Example: STM32_Programmer_CLI.exe -¢ port=swd -regdump C:\test\STM32F072.log
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Figure 124. Read core and MCU registers

sTMI2CubeProgrammerivi .7, Wbin>STMIZ2 Programmer CLI.exe - ports

Hard fault analyzer
To start the analysis (see Section 2.14), use a specific command line.
Syntax: -hf

The output trace contains different kinds of essential information to better understand the
reason(s) that caused a particular fault.

An informative message “STM32CubeProgrammer Fault Analyzer” is displayed to indicate
that the detection flow has started.

Connection to target must be established before performing Fault Analyzer command.

Example
Using the same example as GUI mode (division by 0).
Command: -¢ port=swd mode=hotplug -hf

From the command line output, a Green message indicates a “Hard Fault Detected” and
“The processor has executed a SDIV or UDIV instruction with a divisor of 0.

Useful informations can be extracted:

e Faulty instruction address: 0x80002E4

e Faulty instruction called by a function located at this address: 0x800022D

e NVIC position: 0, Window watchdog interrupt

e Execution mode: Handler

e  Core registers capture.

3
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Figure 125. Fault analyzer CLI view when Hard Fault is detected
Begliterd :
Execution Mode : Handler
WIC position : @
DIVEYTERD : The procedsioce Rad executed & SOOIV or DIV Initruction
Faulty fumcticon called at this lecation
FORCED : forced Hard Faulk.
3.2.28 RDP regression with password

3

Some STM32 products (for example those of the STM32U5 Series) offer the possibility to
use an optional password-based RDP level regression, including RDP Level 2.

Detailed information about this hardware mechanism is available in reference manuals.

Password lock and unlock CLI commands are:

- lockRDP1
Description: Allows the user to lock the RDP regression from level 1 with a password.
Syntax: - lockRDP1l <Password first 32 bits> <Password second 32 bits>

Example:

STM32 Programmer CLI -c port=swd mode=hotplug -lockRDP1l 0x12345678
0xDEADBEEF
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- lockRDP2

Description: This command allows the user to lock the RDP regression from level 2 with a
password.

Syntax: - lockRDP2 <Password first 32 bits> <Password second 32 bits>
Example:

STM32 Programmer CLI -c port=swd mode=hotplug - lockRDP2 0x12345678
0xDEADBEEF

- unlockRDP1

Description: This command allows to unlock the RDP regression from level 1 with a
password.

Syntax: - unlockRDP1 <Password first 32 bits> <Password second 32
bits>

Example:

STM32 Programmer CLI -c port=swd mode=hotplug -unlockRDP1l
0x12345678 OxDEADBEEF

- unlockRDP2

Description: This command allows the user to unlock the RDP regression from level 2 with
a password.

Syntax: - unlockRDP2 <Password first 32 bits> <Password second 32
bits>

Example:

STM32 Programmer CLI -c port=swd mode=hotplug - unlockRDP2
0x12345678 OxDEADBEEF

After unlocking the RDP, the user must perform an RDP regression, as the listed commands
do not include the RDP regression operation.

To remove RDP regression with password, the user must use the Lock command and a
password with value 0x00000000 0x00000000, such as STM32 Programmer CLI -c
port=swd mode=hotplug -lockRDP1 0x00000000 0x00000000

GetCertif command

-gc
Description: This command allows the user to read the chip certificate.

Syntax: -gc certification.bin

3

UM2237 Rev 19




UM2237 STM32CubeProgrammer user interface for MPUs

4 STM32CubeProgrammer user interface for MPUs

4.1 Main window

Figure 126. STM32CubeProgrammer main window
[ STM32CubeProgrammer B —)
TS L RN 7

ierrogrammer

= Memory & File edition @ Connected

Device memory

Address Data width

Partition d Size Rights
Partition0 0x0 256 KB RwW
FSBL 0x1 1ime RwW
Partition2 0x2 1 MB RwW
Partition3  0x3 16 MB  RW
Partition4 0x4 16 MB RwW
virtual 0oxf1 512 B R

Log Verbosity level (@) 1 2

19:22:09 : STM32CubeProgrammer API v2.0.0

19:22:13 : USB speed : High Speed (480MBit/s)

19:22:13 : Manuf. ID : STMicroelectronics

19:22:13 : Product ID : DFU in HS Mode @Device ID /0x500, @Revision ID /0x0000
19:22:13 : SN : 001C00303338511934383330

19:22:13 : FW version : Ox0110

19:22:13 : Device ID : 0x0500 D

0x500

The main window allows the user to select the interface used to connect to STM32MP1
BootROM, possible interfaces are USB-DFU and UART (programming through stlink
interface is not possible with STM32MP1 Series). Once connected (using connect button)
available partitions are displayed, the user is able to open a TSV file for programming.

3
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4.2 Programming windows

Figure 127. TSV programming window

[ STMa2CubeFragranener

@ Connected

Address Swe

Select Opt I Mame Type i Otset Emary

0x1  fsbll-boot Binary none  Ox00000000  tf-a-stm3lmplS’c-evl-trusted.stmi2

- x3  ssbl-boot Binary none  Ox00000000  u-boot-stm3ZepliTc-evl-trusted.stm32

P Owd Fabll Binary mmcd  0x00004400  tf-a-stmiZeplSTc-evi-trusted.stmi2

P 0x5  fsbl2 Binary mmch  Ox00044400  tf-a-stmIlmpl5Tc-evi-trusted.stmi?

P OxB  sshl Binary mocl  Ox00084400  u-boot-stm3Zepl5ic-evl-trusted.stm32

P Ox1l bootfs System mmcd  Ox00284400  st-image-bootfs-stmiZep-valid-stmiZmpl. extd

P 0x12  vendorfs FileSystem mmel  Ox04284400  st-image-vendor fi-stadlmp-valid-stm3dmpl. extd
[ 0x13 rootfs Filesystem mmcd  Ox05284400  st-image-core-stm3Zmp-valid-stmi2mpl.extd

P Oxl4 userfs FileSystem mmc0  Ox340FOM00  st-image-user fs-staiZep-valid-stmiZmpl.extd

Leg Verbosity level ® 1

er APL v2.0.0
Speed (480MBit/s)

ectronics

5 Wode @Device 10 /ONS00, PRevision ID /0%0000
34383330

deat'binCutdFlashLoyout sdeard _stmbzeplslc-evi-trusted . TSy
E

To perform TSV files programming the user must perform the following operations:

e Open a TSV file by using “Open file” tab, if TSV file format is correct then TSV content
is displayed in the main window. TSV Files are available in STM32MP1 Linux
distributions, refer to STM32MP1 wiki for more details.

e  Specify binaries path in “Binaries path” text box.

e  Select the list of partitions to be programmed in “select” column, by default all partitions
are selected.

e Launch download using “Download” button.

For more details concerning flashing operations refer to AN5275, available on www.st.com.

4.3 OTP programming window

The OTP window is available exclusively for MPUs. It extracts the OTP partition [ID 0xF2]
using u-boot interface in order to read, display and fuse the OTP registers.

The STM32MP13xx devices have 3072 OTP (one time programmable) bits, which can be
read-accessed in 96 words: OTPx (x = 0 to 95). Some OTP words are programmed by
STMicroelectronics at factory (product differentiations or keys).

3
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4.3.1

Note:

3

The Ul has six main goals:

Get OTP structure information

Read and display words in table view format

Edit and fuse OTP registers

Lock specific/all words

Program binary files (frequently for keys fuse)

6. Save the OTP partition in output binary file (for debug)

ok wbd -~

Open the OTP window by pressing the “OTP” button from the main window to start reading
the OTP partition, when this is correctly executed, it displays the words in table view.

Figure 128. OTP MPU window

[] sTM32CubeProgrammer - [u] 'Y

= OTPMPU i @ Connected

[

Structure version 2 Global state: 0x00000000 State: Secure Open 1

Downlead file 5 m Start word 1D Lock region

Name Word Value Status Lock Description

CFGO QTPO 0x00000017 0x30000000 Shadow write sticky lock | Shadow read sticky lock

v

CFG1 oTP1 0x00008800 0x10000000 Shadow write sticky lock

CFG2 oTP2 0xD0100000 0x18000000 Sticky programming lock | Shadow write sticky locl

CFG3 oTP3 0x00000000 0x00000000
CFG4  OTP4 0x00000000 0x08000000 @] sticky programming lack

» CFGS  OTPs 0x00000000 0x00000000 -
> CFGE  OTPE 0x00000000 0+00000000 - 243
> CFGT  OTP7 0x00000000 0x00000000

CFG8 oTPg 0x00000010 0x10000000 Shadow write sticky lock

Log Live Update  Verbosity level (@ 1 2 3 Target informati
TZIERUT e U
123820, Size 1024 Bytes
123820 Uploading OTP data;

(B &

Get OTP structure information

This section displays an overview of the connected device.
e  Structure version

e  Global state

e  State: Secure open / Secure closed / Invalid

The OTP Ul is available only for structure version 2.

UM2237 Rev 19 123/145




STM32CubeProgrammer user interface for MPUs UM2237

4.3.2 Read and display words

After checking of the OTP partition, the tool decodes and shows the words in table view
format including five columns:

e Name: OTP word name.

e  Word: OTP word ID as a tree component.

e Value: hexadecimal value (red color for locked words) as editable field.
e  Status: hexadecimal value.

e Lock: indicate the lock state of the considered word as checkbox component. Checked
if the item is locked, otherwise it will be unchecked. The column is disabled if the item is
in permanent write lock state.

e Description: decodes the status of the OTP word and displays a brief description for
children’s items.

Note: Press “Read” button to refresh all table fields or to discard changes.

4.3.3 Edit and fuse words

Itis possible to directly edit the “Value” table cell to write a new value (press Enter after each
change). The tool verifies the syntax of the input item to respect hexadecimal format and
item width, then it checks the locking state of the current item before start fusing.

Figure 129. Edit denial for locked words

Name Value Status Lock Name Value Status
* Global 000000000 R * Global 0x00000000
OTPO 0x00000017 0x30000000 i1 S oTPO 0x00000017 0x30000000

¥ OTP1 0x00008800 050000000 » OTP1 0x00008800 0x50000000

emmec_if_id Dew xMf|"O™ [m.., @ R —

sd_if id 1 » OTP4

no_cpu_pll x OT.P_1 : [qspi,not,dgfault,af] rgglster is locked ! H » OTPS x OTP2 register is locked !

Edition is not permitted for this word ! Edition is not permitted for this word !
no_usb_dp_puliup 2 oTPE
uart_instances_disab| D
= = > OTP7 2
no_data_cache B

After modification, press “Apply” button and confirm the operation to start the update and
refresh the table view.

Figure 130. Program Apply confirmation

(1] Confirmation X

This operation cannot be reverted and may brick your
device
Do you confirm ?

3
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3

Lock specific/all words

The lock operation allows the user to close the write programming against any modification
of the considered OTP word. It is possible to lock several words to lock on one-shot by
setting the assigned checkboxes, then clicking on “Apply” to start the operation.

To go faster to the initial OTP lock state, it is recommended to press the “Read” button.

It is possible to lock all words at once by setting the “Lock all” checkbox. A message pops up
to emphasize the procedure, which may result in all words being closed and no further
changes allowed.

Figure 131. Lock all words confirmation

m Confirmation

Are you sure 7

Lock all OTP words is checked

Cancel

If the operation is successful, the table view is disabled for all “Lock” columns.

Figure 132. All OTP fields are locked

RDP regression with password

Password: 0x12345678 OxABCDEFAB

e

Disable password

Password: 0x12345678 OxABCDEFAB

0 This interface supports only STM32U5 series!

RDP regression

Disable password

Program binary file

This section contains different graphical components, needed to program a binary file on the
OTP registers starting from a word ID, and based on the following steps:
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Choose the adequate binary file (with .bin extension) by clicking on “Browse”
2. Mention the start word ID in decimal format (0 to 95)

3. Check/Uncheck the “Lock region” checkbox to indicate the operation type (update or
write permanent lock)

4. Press “Program” button to start the download flow

If the procedure is completed correctly, an informational dialog appears to confirm that the
operation is completed.

The input binary is a 32-bit aligned file, the tool adds padding values if the file is not aligned
(a warning message is displayed in the log panel).

Figure 133. Download binary file

Structure version: 2 Global state:  0x00000000 State: Secure Open
Download file CAUsers\oueslats\Desktop\publicKeys+ Start word 1D 24 Lock region Program
] Message X
Name Description
» Global 0x000! o OTP file programming done successfully
OTPO 0xD00! e sticky lock | Shadow read s
» OTP1 0xD00f OK e sticky lock | Permanent wril
oTP2 0xDO10UTTY UXSBU0UUUT STicky programming lock | Shadow write

Save OTP partition

This capability allows the user to save the whole current OTP partition in a binary file (.bin
extension), which can be used for future analysis or to archive the current device
configuration.

Press on “Save OTP partition” button and choose the desired output name and directory
(check permissions).

If the save is completed correctly, an informational dialog appears to confirm that the
operation is completed.

Figure 134. Save OTP partition
] Message X

0 Save OTP partition done successfully

The size of the output file must be 1024 bytes.

U-boot program must be installed before launching OTP window, which is necessary to
expose the OTP partition.

Words 32 to 95 do not have child fields, can be edited only once, and must be permanently
locked after programming.

Word editing and Lock operation can be performed at the same time, after clicking “Apply”.
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Available commands for STM32MP1

This section details the commands supported on STM32MP1 devices.

Connect command

-C, --connect

Description: Establishes the connection to the device. This command allows the host to
open the chosen device port (UART/USB)

Syntax: -c port=<Portname> [noinit=<noinit bit>] [br=<baudrates]
[P=<Parity>] [db=<data_bits>] [sb=<stop bits>] [fc=<flowControls>]

port=<Portname> Interface identifier:
— ex COMx (for Windows)
— /dev/ttySx (for Linux)
— usbx for USB interface

[noinit=<noinit bit>] Sets No Init bits, value in {0,1}, default 0.

Noinit = 1 can be used if a previous connection is active (no
need to send Ox7F).

[br=<baudrate>] Baudrate, (for example 9600, 115200), default 115200.
[P=<Parity>] Parity bit, value in (EVEN, NONE, ODD), default EVEN.
[db=<data bits>] Data bit, value in (6, 7, 8), default 8.

[sb=<stop_ bits>] Stop bit, value in (1, 1.5, 2), default 1.
[fc=<flowControl>] Flow control, value in (OFF, Software, Hardware). Software

and Hardware flow controls are not yet supported for
STM32MP1 Series, default OFF.

Example

Using UART:
./STM32 Programmer.sh -c port=/dev/ttyS0 p=none

The result of this example is shown Figure 135.
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Figure 135. Connect operation using R$232

Cerial Port COML is successfully opened.
PFort configuration: parity = none, baudrate = 1152088, data-hit

stop-hit = 1.8, flow—control = off
Activating device: QK
Chip ID: Ox508
BootLoader protocol version: 4.8

Device name: STM32MPxxx
MPU
Cortex_A7

When using the USB interface, all the configuration parameters (such as baudrate, parity,
data-bits, frequency, index) are ignored.

To connect using UART interface, the port configuration (baudrate, parity, data-bits,
stop-bits and flow-control) must have a valid combination.

GetPhase command

-p, --phaselD
Description: This command allows the user to know the next partition ID to be executed.
Syntax: - -phaseID

Example
./STM32 Programmer.sh -c port=/dev/ttyS0 p=none br=115200 --phaseID

Download command

-w, --write, -d, --download

Description: Downloads the content of the specified binary file into a specific partition in the
flash or SYSRAM memories.

Syntax: -w <file path> [partitionID]

[file path] File path to be downloaded (bin, stm32, vfat, jffs2, ubi, ext2/3/4 and
img file extensions).

[partition ID] Partition ID to be downloaded.

Example
./STM32_ Programmer.sh -c port=/dev/ttyS0 p=none -d atf.stm32 0x01

This command allows the user to download the atf binary file at Atf partition (partition ID:
0x01).

The result of this example is shown in Figure 136.

3
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Figure 136. Download operation

Memory Programming ...
File : atf.stmld2
Size : 225216 Bytes
Partition ID : Bx81

Dovnload in Progres

188:

File download complete
Time elapsed during the download operation is: B8:88:22_670

For U-boot with USB interface, to program the nonvolatile memory (NVM) with the loaded
partition using download command, the user must execute a start command with the
partition ID. Besides, to execute an application loaded in the NVM, the start address. must
be specified

Example: Download and manifestation on alternate 0x1
./STM32 Programmer.sh -c port=usb0 -w atf.stm32 0xl -s 0x01

Flashing service

Description: The embedded flashing service aims to load sequentially the partitions
requested by the bootloader. To do this STM32CubeProgrammer needs the TSV file, which
contains information about the requested partitions to be loaded.

STM32CubeProgrammer downloads and starts the requested partition ID until the end of
operation (phaselD = OxFE).

Syntax: -w < tsv file path >

<tsv file path> Path of the tsv file to be downloaded.

Figure 137. TSV file format

Id Name Type ip Offset Binary

0x01 fsbll-boot Binary none 0x0 tf-a-stm32mpl57c-dkZ-trusted.stm32

0x03 ssbl-boot Binary none 0x0 u-boot-stm32mpl57c-dk2-trusted.stm32

0x04 fsbll Binary mmc O 0x00004400 tf-a-stm32mpl57c-dk2-trusted.stm32

0x05 fsbl2 Binary mmc 0 0x00044400 tf-a-stm32mpl57c-dk2-trusted.stm32

0x06 ssbl Binary mmc0 0x00084400 u-boot-stm32mpl57c-dk2-trusted.stm32

0x21 bootfs System mmc 0 0200284400 st-image-bootfs-openstlinux-weston-extra-stm32mpl.extd

§

0x22 vendorfs FileSystem mmcO 004284400 st-image-vendorfs-openstlinux-weston-extra-stm32Zmpl.extd
0x23 rootfs FileSystem mmc0 0x05284400 st-image-weston-openstlinux-weston-extra-stm32mpl.extd

WM™y g

0x24 userfs FileSystem mmcO 0x340F0400 st-image-userfs-openstlinux-weston-extra-stm32mpl.extd

Example

./STM32 Programmer.sh -c port=/dev/ttyS0 p=none br=115200 -d
Flashlayout. tsv

While programming the Flashlayout.tsv file, U-boot can spend a long time to start correctly,
for this reason configure the timeout value by using the timeout command (-tm <timeout>).

Start command

-g, --go, -s, --start

Description: This command allows executing the device memory starting from the specified
address.
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Syntax: --start [start address/Partition ID]

[start address] Start address of application to be executed. If not specified with
STM32MP and UART interface, last loaded partition is started.

[Partition ID]  This parameter is needed only with STM32MP devices. It specifies
the partition ID to be started.

Example

./STM32_ Programmer.sh --connect port=/dev/ttyS0 p=none br=115200 --start
0x03

This command allows the user to run the code specified at partition 0x03.

For U-boot with USB interface, to program the NVM with the loaded partition using
download command, you need to execute a start command with the partition ID. To execute
an application loaded in the NVM, you need to specify the start address.

Example 1: Download and manifestation on alternate 0x1
./STM32 Programmer.sh -c port=usb0 -w atf.stm32 0x01 -s 0x01

Example 2: Execute code at a specific address
./STM32 Programmer.sh -c port=usb0 -s 0xC0000000

Read partition command

-rp, --readPart

Description: Reads and uploads the specified partition content into a specified binary file
starting from an offset address. This command is supported only by U-boot.

Syntax: --readPart <partition ID> [offset address] <size>
<file path>

<partition ID> Partition ID

[offset address] Offset address of read

<gize> Size of memory content to be read
<file path> Binary file path to upload the memory content
Example:

./STM32 Programmer.sh -c port=/dev/ttyS0 p=none br=115200 -rp 0x01 0x200
0x1000 readPartl.bin

This command allows the user to read 0x1000 bytes from the sebl1 partition at offset
address 0x200 and to upload its content to a binary file “readPart1.bin”

List command

-1, -list
Description: This command lists all available communication interfaces UART and USB.

Syntax: -1, --list <interface name>

<uart/usb>: UART or USB interface

3
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Example:
./STM32 Programmer.sh -list uart

QuietMode command

-q, --quietMode

Description: This command disables the progress bar display during Download and Read
partition commands.

Syntax: -q, --quietMode

Example:

./STM32 Programmer.sh -c port=/dev/ttyS0 p=none br=115200 --quietMode -w
binaryPath.bin 0x01

Verbosity command

-vb, --verbosity

Description: This command allows the user to display more messages, to be more
verbose.

Syntax: -vb <level>
<levels> : Verbosity level, value in {1, 2, 3} default value vb=1

Example:
./STM32 Programmer.sh -c port=/dev/ttyS0 p=none br=115200 -vb 3

Log command

-log, --log

Description: This traceability command allows the user to store the whole traffic (with
maximum verbosity level) into log file.

Syntax: -1log [filePath.log]
[filePath.log] : path of log file (default is SHOME/.STM32CubeProgrammer/trace.log)

Example:
./STM32 Programmer.sh -c port=/dev/ttyS0 p=none br=115200 -log trace.log

This command generates a log file “trace.log” containing verbose messages (see an
example in Figure 138).

UM2237 Rev 19 131/145




STM32CubeProgrammer CLI for MPUs

UM2237

51.11

Note:

Figure 138. Log file content

16:41:19:345
Log output file: trace.log
16:41:19:368 Serial Port fdev/tty30 is successfully opened.

stop-bit = 1.0, flow-control = off
16:41:19:368 Sending init command:
16:41:19:368 byte 0x7TF sent successfully to target
16:41:19:369%9 Received response from target: 0x79
16:41:15:369 Activating device: COK
16:41:19:369 Sending GetID command and its XOR:
16:41:19:369 byte 0x02 sent successfully to target
16:41:19:369 byte OxFD sent successfully to target
16:41:15:370 Received response from target: 0x79
16:41:15:370 Receiwved response from target: 0x01050079
16:41:19:370 Chip ID: 0=x500
16:41:19:370 Sending Get command and its XOR:
16:41:15:370 byte 0x00 sent successfully to target
16:41:19:370 byte O0xFF sent successfully to target
16:41:19:371 BReceived response from target: 0x79
16:41:19:371 BReceived response from target: 0x07
16:41:15:371 Received response from target: 0x07310001020311213178
16:41:15:371 BootLoader wersion: 3.1

16:41:19:368 Port configuration: parity = none, baudrate = 115200, data-bkit = 8,

OTP programming

Description: These commands allow the user to program the OTP from a host computer.
The OTP programming commands functionalities, such as downloading or uploading a full

OTP image and modifying an OTP value or proprieties, are explained below.

The following commands are not supported in JTAG/SWD debug port connection mode.

e Loading shadow registers values to the tool:

For load operation, the host requests the OTP partition data and the platform replies

with the structure described on

https://wiki.st.com/stm32mpu/index.php/STM32CubeProgrammer_OTP_management.

e  Writing the modified shadow registers to the target:
This operation is executed by performing the following sequence:

a) The user types in the value and the status of each chosen OTP shadow register.
b) The tool updates the OTP structure with the newly given OTP shadow registers

values and status.

132/145

c)

d)

The tool proceeds with sending the updated structure, with bit0 in the “Write/read
conf” field set to 0 (“Write/read conf”’ is word number 7 in the OTP structure).

Once the structure is sent, the shadow register values are reloaded to update the
OTP structure in the tool.

Programming the OTP with the modified shadow registers values:

once the user updates the OTP values and the OTP structure is refreshed, the host
sends the OTP structure with bit0 in the “Write/read conf” field (word number 7 in the
OTP structure) set to 1.

Reloading the OTP value to the shadow registers:
once the OTP words are successfully programmed, the host uploads the OTP structure
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to update the OTP shadow registers. This operation allows the host to verify the status
of the last SAFMEM programming via bit4 in the “Status” field.

e  BSEC control register programming:
once the user updates the values of the given BSEC control register (Configuration,
Debug configuration, Feature configuration and General lock configuration) the host
updates the OTP structure and sends it to the device with bit0 in the “Write/read conf’
field set to 0.

e  OTP programming CLI:
the user is given a set of commands to perform a chosen sequence of operations on
the OTP partition. Each one of these commands is described below.
Programming OTP commands

STM32CubeProgrammer exports several capabilities that can be used to manage the OTP
region via various commands based on the OTP structure version, as detailed below

OTP structure 1

Programming SAFMEM

Description: This command allows the user to program SAFMEM memory by modifying the
OTP words.

Syntax: -otp program [wordID=(value)] [value=(value)]
[sha rsl=(value)] [sha wsl=(value)] [sl=(value)] [pl=(value)]

[wordID=(value)] This field contains the shadow register number (between 0 and 95).
Value must be written in hexadecimal form.

[value=(value)] Loads value into the chosen OTP shadow register.
Value must be written in hexadecimal form.

[sha_rsl=(value)] Loads value into the corresponding shadow read sticky lock bit.
Value can be either 0 or 1.

[sha wsl=(value)] Loads value into the corresponding shadow write sticky lock bit.
Value can be either 0 or 1.

[sl=(value)] Loads value into the corresponding programming sticky lock bit.
Value can be either 0 or 1.

[pl=(value)]l Loads value into the corresponding programming permanent lock
bit. Value can be either O or 1.

Example

./STM32 Programmer.sh --connect port=usbl -otp program wordID=0x00
value=0x3f sl=1 wordID=0x08 value=0x18

Display command
Description: This command allows the user to display all or parts of the OTP structure.

Syntax: -otp displ [upper] [lower] [ctrl]
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[upper] Option to display the loaded upper OTP shadow registers values and status.

[lower] Loads value into the chosen OTP shadow register. Value must be written in
hexadecimal form.

[etrl] Option to display the loaded BSEC control registers.

Example

/STM32_Programmer.sh --connect port=usb1 —otp displ

Download file command
Description: To fuse a binary file from a start word ID

Syntax: -otp fwrite {lock} [path.bin] wordid=[index]

{lock} Optional, to indicate the operation type, update, or permanent lock.

[path,bin] 32-bit aligned file, the tool makes padding values if the file is not aligned
(a warning message is displayed).

[index] Value in hex/dec format (from 0 to 95 in decimal).

At the execution time the tool displays the operation to be performed, and prompts a
message for confirmation. To skip the prompt confirmation, use the (-y or --yes) command.

OTP structure 2
Programming SAFMEM

Description: This command allows the user to program SAFMEM memory by modifying the
OTP words. Able to write up to 96 words in the same command line.

Syntax: -otp write {lock} {word=[index] value=I[vall..}

{lock} Optional, to indicate that a lock has been requested. If lock option is
mentioned, all words passed in line are locked.

— With lock: writes the word, then performs permanent lock.
— Without lock: updates the word.

[index] The word index can be written in decimal or hex format.

[vall The value option accepts hex values.

The tool prints the requests and the user can verify the operation before going head and

It will prompt a confirmation message then the user can press yes/y or no/n to pursuit or
stop the write operation.

Example

STM32_ Programmer CLI.exe --connect port=usbl -otp write word=52
value=0xAAAAAAA word=0x50 value=0xBBBBBBBB

3
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Figure 139. OTP write command for OTP structure v2

You are trying to write on OTP partition with the following inputs

WRITING TO BSEC
Partition : BxF2
Size : 1824 Bytes

Downloading OTP data:

-100%

Lock OTP command

Description: This command allows to permanent lock the mentioned words, already
written. Able to write up to 96 words in the same command line.

Syntax: -otp lock {word=[index]..]

[index] The word index can be written in decimal or hex format.

The tool prints the requested modifications, and the user can verify the operation before
going ahead (use yes/y or no/n to continue or to stop)

Example

STM32_Programmer CLI.exe --connect port=usbl -otp lock word=20 word=0x30

Display command

Description: This command allows the user to display all or parts of the OTP structure.

Syntax: -otp displ {word=[index]..}

{word=[index] ...} Optional, able to display up to 96 specific words in the same
command,
The index value used to indicate the OTP word ID is in decimal or
hex format.

-otp displ Displays all OTP words (version + Global State + OTP words).
Highlights the status word containing a state information (prog lock,
read lock, read error, invalid).

3
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Example

STM32 Programmer CLI.exe --connect port=usbl -otp displ
word=8 word=0x10

STM32 Programmer CLI.exe --connect port=usbl -otp displ

Figure 140. OTP write command for OTP structure v2

B NN

B BEDBEREE

e | Bx 10000000

Bx PO0D00

il b e

[eifelels el leplal B 1 OO0a00

Download file command

Description: to fuse a binary file from a start word ID

Syntax: -otp fwrite {lock} [path.bin] word=[index]

{lock} Optional, to indicate the operation type, update, or permanent lock.

[path,bin] 32-bit aligned file, the tool makes padding values if the file is not aligned
(a warning message is displayed).

[index] Value in hex/dec format (from 0 to 95 in decimal).

3
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Example

Program a PKH binary file starting from word number 24
STM32 Programmer CLI.exe --connect port=usbl -otp fwrite lock
/user/home/pkh.bin word=24

OTP File write command:

You are trying to program a binary file on OTP partition with the following
inputs:

File name | pkh.bin
File size | 32 Bytes
Start word ID | 24

Lock | YES

Detach command

Description: This command allows the user to send detach command to USB DFU.

Syntax: -detach

GetCertif command

Description: This command can be used to read the chip certificate and save the data to a
binary file. The resulting file is required to obtain the associated device product ID, which
can then be used to select the appropriate personalization data for the HSM card before
using the SSP procedure.

Syntax: -gc <Output Path>

This command can be used only if a specific firmware (tfa-ssp) is installed, as it is the basis
to retreive the stored certificate. Go through the following steps:

For STM32MP15xx

e  STM32_Programmer_CLI -c port=usb1 -d tf-a-ssp-trusted.stm32 0x01 -s
e STM32_Programmer_CLI -c port=usb1 -gc "Certificate.bin"

For STM32MP13xx

e  STM32_Programmer _CLI -c port=usb1 -d tf-a-ssp-trusted.stm32 0x01 -s
e  STM32_Programmer_CLI -c port=usb1 -detach

e  STM32_Programmer CLI -c port=usb1 -d tf-a-ssp-trusted.stm32 0x01 -s
e  STM32_Programmer_CLI -c port=usb1 -gc "Certificate.bin"
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Figure 141. Get certificate output file

ooo000£7 | 00 0L 02 02 04 05 06 07 0B 0% 0a 0b Oc Od Oe OF

coocoo000 3% 30 30 20 32 20 20 41 12 bb a% 2> £2 64 B€ ab SO00200A.=O+cdte«
ooCOO0LO | 4b £2 T7E B4 321l 1c 21 £l €a 78 de Oa 20 31 SFf 2d Ka) “l.!'RjxP. 1%-
00000020 | £4 32 €6 51 15 c5 1B 2e 45 15 02 ce 1b Sb 3c 4l j-l!f‘_i.__l__i_[{h
00000030 | 45 B2 S0 BT Oa 18 7d S5f bced 44 26 53 d6 48 bS I3 -..}_%iD)"Om:
oo00D040 | OB cb 77 3% &4 51 S5 OB Se 10 56 7d 75 6c €a c2 Ews Q'U.‘“.'v'}ulji
00000050 | 2b 0a c4 Zb 54 B2 Be ee €0 3f aa eB 0% 7b bb ld  +.34T,Zi 232 [=.
00000060 | e fe lbea 23c Z2b 2b Ba 55da cB 77 e6 c? d6 55 c]).é—e:i-:éﬂf?l@?
00000070 B9 58 £d 82 72 4% bc Tf 0a 62 Ba e2 2c fe ad Sb X7, sIN .céiq:,-.
00000080 | d5 41 <7 7d af 52 d4 42 6?&(;]-1165
00000050

Write blob command

Description: This command allows the user to send the blob (secrets and license).

Syntax: -wb blob.bin

Secure programming SSP specific commands

Secure secret provisioning (SSP) is a feature supporting secure secret flashing procedure,
available on STM32 MPU devices. STM32MP1 Series supports protection mechanisms
allowing the user to protect critical operations (such as cryptography algorithms) and critical
data (such as secret keys) against unexpected accesses.

This section gives an overview of the STM32 SSP command with its associated tools
ecosystem and explains how to use it to protect OEM secrets during the CM product
manufacturing stage. For more details refer to AN5054.

STM32CubeProgrammer exports a simple SSP command with some options to perform the
SSP programming flow.

-Ssp, --Ssp
Description: Program an SSP file

Syntax: -ssp <ssp file path> <ssp-fw-path> <hsm=0|1>
<license path|slot=slotID>

<ssp file path> SSP file path to be programmed, bin or ssp extensions.
<ssp-fw-path> SSP signed firmware path.
<hsm=0|1> Set user option for HSM use (do not use / use HSM).

Default value: hsm = 0.

<license path|slot=slotID>e Path to the license file (if hsm = 0)
e Reader slot ID if HSM is used (if hsm = 1)

Example using USB DFU bootloader interface:

3
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STM32 Programmer CLI.exe -c¢ port=usbl -ssp “out.ssp” “tf-a-ssp-
stm32mpl57f-dk2-trusted.stm32” hsm=1 slot=1

Note: All SSP traces are shown on the output console.

Figure 142. SSP successfully installed

Requesting Chip Certificate...

requesting license for the current STM32 device

Init Communication ...

ldm_l oadModule(): loading module “stlibp11_SAM.d11" ...
ldm_l oadModule(WIN32): OK loading library "stlibpll_SAM.d11":
_GetFunctionlist() returned ©x@e€ d, g_pFunctionlist=0x62062FD8

Starting Firmware Install operation...

Iriting blob

Detach command executed
f out. In

If there is any faulty input the SSP process is aborted, and an error message is displayed to
indicate the root cause of the issue.

3
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STM32CubeProgrammer C++ API

In addition to the graphical user interface and to the command line interface
STM32CubeProgrammer offers a C++ API that can be used to develop your application and
benefit of the wide range of features to program the memories embedded in STM32
microcontrollers, either over the debug interface or the bootloader interface (USB DFU,
UART, I2C, SPI and CAN).

For more information about the C++ API, read the help file provided within the
STM32CubeProgrammer package under API\doc folder.
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